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andY,, conditioned on the evektZ, > 0} meaning thatarandomtree [9] M. E. Hellman, “A cryptanalytic time-memory trade-offlEEE Trans.

has depth at least. Inform. Theoryvol. IT-26, pp. 401-406, July 1980.
[10] A. Menezes, P. van Oorschot, and S. Vanstdt@ndbook of Applied
Theorem 3: In the subcritical casey < 1, asn — oc, the prob- Cryptography Boca Raton, FL: CRC Press, 1997.

ability distribution of Z,,|{Z, > 0} converges to a limit probability [11] R. A. Rueppel, “Stream ciphers,” iGontemporary Cryptology: The
Science of Information IntegrityG. Simmons, Ed. New York: IEEE

distribution, and ifE(Z, log Z;) < oo, then Press, 1991, pp. 65-134.
) 1 [12] B. SchneierApplied Cryptography New York: Wiley, 1996.
lim E(Z,|Z, >0)=- (22)
n—oo C
2
lim Var(Z,|Z, > 0) = -7 = (23)
n—oo cpu(l—p) 2
wherec is the same positive constant as in (14).
In the critical casg. = 1,if 0 < 0* < oo, then Fast and Efficient Construction of an Unbiased Random
Z. ). Sequence
lim Pr{ — > z|Zn > ()} Ie*w/aZ’ z >0 (24)
T ) Boris Ya. Ryabko and Elena Matchikina
E(Zn|Zn > 0) ~ %n (25)

p Abstract—The problem of converting a sequence of symbols generated
Var(Z,|Zn > 0) ~ —n’. (26) by a Bernoulli source into an unbiased random sequence is well-known
4 in information theory. The proposed method is based on Elias’ algorithm
[5] in which the sequence of symbols is divided into blocks of length
The probability distribution of the conditioned random variablev, N > 1. We suggest a new method of constructing an unbiased

Y.[{Z, > 0} is not treated in the standard books on branchingndom sequence which use© (N log® IN) bits of memory and takes
processes like [8] and [2]. Nevertheless, the previous theorems and‘the®® NN log log(IN)) bit operations per letter.

results regarding the conditioned random variablg{ 7.+ > 0} Index Terms—Efficiency, fast coding, redundancy, unbiased random se-
presented in [2] lead us to conclude that in the subcritical case quence.

E(Y.|Z, > 0)=0(n)

and I. INTRODUCTION
Var(Y,|Zn > 0) = O(n?) We consider the problem of fast and efﬁcien.t c_onstrgction of an
output sequence = (z1, 22, -- -, zm, - - -) Of statistically indepen-
whereas in the critical case dent and equiprobable binary digits from an input binary sequence
. - & = (%1, T2, +++, T, --+) generated by a Bernoulli souréewhich
E(Ya]|Zn > 0) = O(o"n") chooses:,, from {0, 1} independently with biag : Pr{z, =1} =p,
and Pr{x,=0}=1—p forall n, p unknown butfixed) < p < 1.Inrecent
Var(Y,|Z, > 0) = O(c*n?). years many investigators have been interested in this problem (see, for

example, the survey in [10] and [11]). In general, the efficiency of such
a construction is characterized by redundanashich is defined as the
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of binary operations on single-bit words when it is implemented on a Il. THE FAST METHOD
computer with random-access memory. For a discussion of this naturaL
model, see [1].

In 1951, von Neumann described in [7] a procedure of generating
unbiased random sequence using on each of thegpaiss zs3x4, - - -,
the mapping

= (@1, 72, -+, 2, ---) be a sequence of binary

||g|ts generated by a Bernoulli source with probabilities
{zn, = 1} = p,Pr{z, = 0} = 1 — p. We shaII not en-

code individual digits, but blocks of length. Denote byz" such a

block.

00—-A.01—-0,10—-1,11—A (1) Let 2V containk ones. LetNum (+”) be a number which corre-

onds tor™ when we lexicographically order séi.. To enumerate
set of binary words of lengtN" with fixed numbers of ones in the

r =plog ]17 + (1 =p)log L _ 1(2])(1 —p)+2p(1—p)) lexicographical order we exploit an enumerative code from [2]-[4], [6].

whereA represents no output digit. The redundancy of this procedU{é)

I 2 If ™ hask ones the numbe¥um (z") is given by
and attains its maximal value when: 1. (Here and beloiog = = N N N —t
) Num(z") = Z i—1 2
log, «.) E— >
Elias proposed in [5] a block encoding for converting an input se- =1 =

quence of symbols generated by a stationary random process into gat s enumerate the elements.$f from the previous example.
sequence of independent, equiprobable output symbolswith 0 According to (2) we have

when N — oc, whereXN is the length of a block. We give a short
description of the m_ain i_dea of_ encoding proposed py Elias. Divide Num ((1, 1, 0, 0)) = 4-1 + -2 5,
the set of al™ possible input binary blocks of lengfli into N + 1 2 2-1
classesSy, k =0, ---, N. Every classS; is composed of all the bi- 4_9 4_3
nary blocks of lengthV with % ones. Num ((0, 1, 1, 0)) = < 5 ) + (2 1) =2,
Define m; = |log, |Sk||, where|y] is the largest integer not
greater thany. Let |Si| = (@m,, Qm,—1, ---, @) be a binary 4 44
notation of the integeiSx| = (7). am, =1, a; € {0, 1}, my, > Num ((0. 0, 1, 1)) tly_1)=0
J20.1fa; =1, 0 <j < my then arbitrarily assign the’ possible
output binary sequences of lengtho 27 distinct members fron®;, Num ((0, 1, 0, 1)) = 4-2 + 4-—4 -1
which have not been yet assigned|d%.| is odd then one member of T N2 2-1) 7
Sk will be assigned to the empty sequenSg.and. Sy have only one
element each, which is therefore assigned to the empty sequence. To Num ((1, 0, 0, 1)) = J‘ 1 + J‘ 4 =3,
help illustrate the Elias encoding we provide the following example. -1
Let N = 4. Then 1 4-3
Num ((1,0, 1, 0 + =4
o~ (000 (@.0.1.0)- (2) (2_1)
S ={(1,0,0,0), (0,1, 0,0), (0,0, 1,0), (0,0,0, 1)} We suggest a new method for encoding which uses (2). According to
S» ={(0,0,1,1),(0, 1,0, 1), (0, 1, 1,0), (1, 1, 0, 0), our method the codeworade () for every block:" is constructed
(1,0, 1, 0), (1, 0, 0, 1)} an)OII\;.\/WSb b ting th b&um (=) in the setS,, if
i) We begin by computing the numb&rum in the setSy, i
S5 ={(1,1,1,0), (1,0, 1,1). (1, 1,0, 1), (0. 1, 1. 1)} +™ containsk ones. , _
Sy ={(1, 1, 1, D}. ii) Let the integerSx| = () be presented by’® + 2/t + ... +
im P , v B - N 9J
The binary notations df5;|, ¢ = 0, 1, 2, 3, 4, are|So| = (1) [S1] = 277, 0 < jo < j1 < N If 0 < Num(e™) < 2%
(1,0,0), |Ss| = (1, 1, 0), |53 = (1 0 0), |S4] = (1). According then the codewordode (™) is jo low-order binary dlglts of
to the Elias encoding we have the mapplng Num (2™). In particular, ifj, = 0 then the codeword far™
with Num (™) = 0 will be the empty string. If
(0,0,0,0) = A, (1,1,1, 1) — A, r b v
(1,0.0,0) = (0.0).  (0.1.1,1) = (0. 1), 2 27 < Num(a™) <3 2 420
0,1,0,0) = (0,1),  (1,0,1,1) = (1,0), = = .
for somet, ¢ = 0, ---,m then the codewordode () is a
(0,0, 1,0) — (1, 0), (1,1,0,1) — (1, 1) suffix consisting ofj;, binary digits ofNum (™).
(0,0,0,1) — (1, 1), (1,1, 1,0) — (0, 0), It may be shown that the running time of calculation according to (2)
(1,1, 0, 0) — (1), (0,0,1,1) = (0, 1), is not greater thanN'? bit operationsg > 0, ¢ = const. In order to

(0, 1,0, 1) — (0), (1,0, 1, 0) = (1, 0), develop a faster method, rewrite (2) in the following way:

N -2
(0.1.1.0) = (0.0, (1.0.0.1) — (1 ). <N— ) ( - )
. : k— x;
In caselV = 2 we have the von Neumann mapping (1). Elias proved  Num (") = <A> B S k + 2y i=1

that the redundancy of this codingis= O(1/N) and, therefore, k <N) N 5 1
r — 0 whenN — oco. A naive implementation of this method re- k k=S
quired one to store alt’" codewords. That is why the memory size of Y1 =1
the encoder increases exponentially wiémgrows. In Section I, we -

suggest a fast method for the Elias encoding which does not require (A -> u)

exponential memory size. This method is based on the method of enu- —NE]— +--
merative encoding from [8] and uses the Schénhage—Strassen method < i )

for fast integer multiplication.
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We shall define the subsidiary values foe= 1, ---, N needed in Theorem: Let «+ = (w1, 22, ---, an, ---) be a sequence of
the encoding:™ as in [9]. Define binary digits generated by a Bernoulli source with probabilities
N —¢ Pr{z, = 1} = p, Pr{z, = 0} = 1 — p, p unknown but fixed,
<k _ Xt: . ) 0 < p < 1. The proposed method for converting the input sequence
, . = into the sequence of independent equiprobable output symbols has
plrefen, oo o) = 5 —t+1 the following properties:
(k - ,,; r') i) the redundancy = O(1/N);
N—t¢ i) the time of encoding per lettéF = O(log® N loglog N) bit
(k B ti N ) operations;
=0 iii) the memory size of the encodéi = O(N log? N) bits;
q(mef/or, -0y wem1) TtT‘t—‘_iT-
(A =1 ) whereN is the length of block.
k— ; T Proof: Obviously, the redundancy of Elias’ method and the re-
Obviously, a dundancy of our method are the same. This implies immediately the
: claim i).
Nom (@, @2, -+, 2w) =|Skllglen) + quz/il)p(“) For the sake of simplicity of the proof of ii) we assume thaf N
tales/wz, w)plef/e)p(en) ). g an integer. All calculations are carried out with rational numbers

(3) andallp; and); are fractions and presented as pairs of integers. The

To computeNum (2") we use the fast method of enumerativeohdnhage—Strassen method is used for multiplication (see [1]). For this
coding which is proposed in [9]. For simplicity we suppdsg N to rr?e.thod the timd’(L) of.njulltipllication of two bipary r)um.ber.s with
be an integer. In general, we can add the lettets every word of digits (and the time of division into a number withdigits) is given by
Sk in order to makdog N an integer. It does not changgx| or the T(L) = O(Llog Lloglog L). )

complexity of the code. To carry out (3) define the values ) . )
It is not difficult to see that the notation of every

p(lJ :p(-l‘l) Pg = p(xz/‘rl)v e vp?\f = p(:l‘j\'/l’h ) J:N—l) ]7(1‘1/371_/ cee mtfl) and q(mt/-rh ---, Ty 1) USES 2]0g N Dbits
Al =q(z1), A5 = qlaa/ar), -+, Ay = glan /e, o+, an—1). (log N for the numerator antbg N for the denominator). That is why
(4) the calculation opt, t =1, ---, N/2 according to (5) take®(N/2)
All calculations are performed in the following way: multiplications of numbers withog N digits and the calculation of
: Ai,t = 1,---, N/2 according to (5) and the common formula
pi = Pait sy T AT = A+ NS st a/b+c/d = (ad+bc)/(bd) takes3(N/2) multiplications of numbers
s=1,2, -, logN, t=1,--, NJ2°. (5) of lengthlog NV bits. The calculations o7, A7, ¢ = 1,---, N/4,

take 5(N/4) multiplications of numbers of lengtRlog N bits.

: Similarly, the calculation op}, A, + = 1, ---, N/2' takes5(N/2%)

Num (27) = [Se[AP= Y. (6) multiplications of numbers of lengtRilog N bits. From (7) we
obtain that the general time of calculations is

It is not difficult to see that

Let us give an example. GiveN = 4, k = 2, and blocks" =

(1,0, 0, 1). From (4) we obtain (3N/2)O(log N loglog N logloglog N)
o =p(e) = i = % + (5N/4)0(2log N log(2log N) log log(2log N )
. 9.1 9 + - (5N/2)0(2" log N log(2' log N) log log(2" log N))
p2 =p(a2/x1) =1~ i—3+1°-3 + -+ 50(Nlog N log(N log N)loglog(N log N))
P9 =plas/ar, v2) =1 — i igi = % bit operations. It is easy to see that the last value is not greater than
. 51 O(N log® N log(N log N) log log(N log N'))
pa =plra/w1, w2,5) = 1411 bit operations. It yield)(log® N loglog N) bit operations per letter

for the calculation of'"* ™. In order to obtaiNum (') we should
calculate the produds;|\°¢ ™ from (6). Obviously,Si| < 2*¥ and
A =q(aa/21) =0 the binary notation of the numbefS,| and \** " takes not more
than N log N bits. From (7) we obtain that the time of calculation of
|Sk[A* M isO(log® N log log N') bit operations per letter. Computing

T

/\(1) =q(zr1) =

A =qlas/x1, 22) =0

Ay =q(aa/wr, w2, 25) = 0. the codeword:ode (") usingNum (") takes not more tha®(1)
According to (5) we compute the values bit operations per letter. Finally, we have the claim ii).
i oo 1 2 In order to estimate the memory size we note that when we cal-
Pr=pp2=5"3=3% culatepi, \i we can store only:~", Ai™' i = 2,-.- log N, the
pb = 000 = 1,21 same memory is used to'sto{gaiflv Ao h ok = L ---7N/2’3‘1}
2 2 and{p;, A, k=1, ---, N/2*}. The memory size required for com-
A =0 4000 = 1 puting the codewordode (,rN). using Nu.m(,rN) is O(N) bits (we
2 have to store the binary notation of the intefér| = (). From this
o =A3 4 Aiph =0 we easily obtain iii) and the theorem is proved.
A2 =A1+ Asps = % Let us consider an example of constructing an unbiased random se-

So from (6) we obtaifNwwm ((1, 0, 0, 1)) = 3. Of course, the cal- duence from the given input sequence. Let
culation according to the formula (2) gives the same result. +x=(1,1,1,0,1,1,0,0, ---).
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We shall encode the block of length = 4. First, we com- Extraction of Optimally Unbiased Bits from a Biased
pute Num((1, 1, 1, 0)). According to (4)-(6) we obtain Source

Num ((1, 1, 1,0)) = 3. The binary notation of the integer

|Ss] is (1, 0, 0). So0 < Num((1, 1, 1,0)) < 22, and we have Mats Néslund and Alexander Russell

to take the first two binary digits oNum ((1, 1, 1, 0)) as a code-
word (code ((1, 1, 1, 0)) = (1, 1)). In the same way we calculate

code((1, 1, 0, 0)) = (0, 1). To obtain the output sequengave have Abstract—We explore the problem of transforming » independent and

identically biased{—1, 1}-valued random variablesX,, ---, X, into

to concatenate all codewords. Finally, we have the output SequelGigle{—1, 1} random variable (X1, - - -, X..), S0 that this result
y=1(1,1,0,1,---). is as unbiased as possible. In general, no functiofi produces a completely
unbiased result. We perform the first study of the relationship between the
bias & of these X; and therate at which £(X,, ---, X,) can converge
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For rational and algebraic biases, we also study the computational
problem by restricting f to be a polynomial time computable function.
Finally, we discuss natural extensions where output distributions other
than the uniform distribution on {—1, 1} are sought.

Index Terms—Bias, computation, Diophantine approximation, random-
ness, random variables, type.

|. INTRODUCTION

The general problem of producing unbiased random bits from an
imperfect random source has received enormous attention. This study
essentially began with von Neumann [1] in 1951 and, following his
work, a variety of models of such “imperfect sources” have been de-

fined and studied. We study the problem of transforminmpdepen-
dent random bits\y, ---, X,,, each of fixed bia$, into a single bit
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