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Abstract

We suggest a new approach to hypothesis testing for ergodic and stationary processes. In contrast
to standard methods, the suggestgaproach gives a possiity to make tests, based on any lossless
data compression method even if the distribution law of the codeword lengths is not known. We apply
this approach to the following four problems: goods®f-fit testing (or idetity testing), testing for
independence, testing of serial independence and horaitgéesting and suggest nonparametric statistical
tests for these problems. It is impant to note that practically used-salled archivers can be used for
suggested testing.
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1. Introduction

Since Claude Shannon published his famous paper “A mathematical theory of
communication” B€], the ideas and results of Information Theory have begun to play an
important role incryptography 21,37], mathenatical statistics 1,5,20,26], ergodic theory 1,2,

38] and manyother fields B,4,33] which are far from telecommunication. The theory of universal
coding, which is a part of Information Theory, also has been efficiently applied to many fields

* Corresponding addresSiberian State University of Telecommurtica and Computer Science, Kirov Street, 86,
630102 Novosibirsk, Russian Federation. Tel.: +7 383 2 284938; fax: +7 383 2 669343.
E-mail addressboris@ryabko.ne{B. Ryabko).

1572-3127/$ - see front matt@ 2005 Elsevier B.V. All rights reserved.
doi:10.1016/j.stamet.2005.10.004


http://www.elsevier.com/locate/stamet
mailto:boris@ryabko.net
http://dx.doi.org/10.1016/j.stamet.2005.10.004

376 B. Ryabko, J. Astola / Statistical Methodology 3 (2006) 375-397

since itsdiscovery in L0,18]. Thus, application of results of universal coding, initiated28][
created a new approach to predictids,p3,24].

In this paper we suggest a new approach to hypothesis testing, which is based on ideas of
universal coding. We would like to emphasize that, on the one hand, the problem of hypothesis
testing is considered in the framework of classical mathematical statistics and, on the other hand,
everyday methods of data compression (or archivers) can be used as a tool for testing. It is
important tonote that the modern archivers are based on deep theoretical results of the source
coding theory (see, €.9.8,.6,19,2535]) and have shown their high efficiency in practice as
compressors of texts, DNA sequences and mangrdiipes of real data. In fact, universal codes
and archivers can find latent regularities of many kinds, that is why they look like a promising
tool for hypothesis testing.

1.1. The main idea of the suggested approach

Let us describe the main idea of the suggested approach using one particular problem of
hypothesis testing which is conceptually simple and yet is important in practice. Namely, we
consider a null hypothesislg that a given Hi sequencex; ... X; is generated by a Bernoulli
source with equal probabilities of 0 dril and the alternative hypothesk4; that the squence
is generated by a stationary and ergodic source, which differs from the source lgdEnis
problem is considered irBp] and is a particular case of the goodness-of-fit testing (or identity
testing)described below, that is why we give an informal solution only..be a universal code,
@(X1...%) be the encoded sequentg(Xy . .. X) be the length of the wor@d(xy...x;) anda
be the required level of significance. Intuitiomggests that the sequence cannot be compressed
if Hp is true, and vice versa, if thseuence can be compresseld should be rejected. The
corresponding formal test is as follows:(iff — [,(X1...X;)) > log(1l/«), then Hg should be
rejected. (Here and below lag log,.) It will be proven below that the Type | error of this test is
equal to or less tham for any (uniquely decodable) coge wheleas the Type Il error goes to 0
for any universal code, when te sequence lengthgrows.

Let us look at the described test in more detail. It is well known that the average codeword
length of any code is not less than the sequence lengifhHg is true. Hence, if we define
the wdeword length of the best codelag(xz . .. xt), we can see thaty, (X1 ... %) = t. Now
the heme of the suggested test can be described as folioWg, (X1 .. . X)) — lo(X1. .. X) <
log(1/«) then Hy, otherwise H. We will apply this scheme to all considered statistical problems,
sometimes nelacing the lengthy, (X1 . . . X¢) with its lower bound (as a rule, such a lower bound
will be based on so-called empirical Shannon entropy).

1.2. Description of considered problems

We consider a stationary and ergodic source (or process), which generates elements from
some set (oalphabet)A (which can be either fite or infinite) and four problems of statistical
testing.

The first problem is the goodness-of-fit testimay (dentity testing), which is described as
follows: a hypothesichi,d is that the source has a particular distributiorand the alternative
hypothesid-qd is that the sequence is generated by a stationary and ergodic source which differs
from the source undeflc‘,d. Oneparticular case, in which the source alphaBAe&tquals{0, 1} and
the main hypothesisH(i)d is that a bit sequence is generat®dthe Bernoulli source with equal
probabilities of 0’s and 1’s, wasientioned in Introduction.
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The second problem is a generalization of the problem of nonparametric testing for serial
independence of time series. More precisely, we consider the two following hypoth%%és:
that the source is Markovian of order not larger timanm > 0), and the alternative hypothesis
HlSI is that the sequence is generated by a stationary and ergodic source which differs from the
source undeHOS'. In paticular, if m = 0, this is the problem of testing for independence of time
series.

The third problem is the independence testing. In this case it is assumed that the source is
Markovian, whose order is not larger tham (m > 0), and the surce alphabet can be presented
as a product ofl, d > 2, alphabetsA;, Ap, ..., Aq (ile. A = ]_[id:l Aj). The main hypothesis

H(i)nd is that p(Xm+1 = (g, ..., 8ig) | X1...Xm) = H?:l p(Xr(T{j_l = aj; | X1...Xm) for each
@iy, .-, 8ig) € [T1 A, wherexmss = (X4, ..., x\0))). The alternative hypothesigi" is

that the sequence is generated by aldaian sourcef order not larger tham, (m > 0), which
differs from the source undét"°.
In all three cases the testing should be based either on one sampley or on severall{

independent sampled = xi...x¢,...x' = x| ... x| generated by the sourée.
1

The fourth problem is the homogeneity testing. There aresamples x%...xtl,

xf. .. xtzz, ..., X ...x{ and it is assumed that they are generated by Markovian sources, whose

orders are not larger tham, (m > 0). The main hypothesisHQ"m is that all samples are
generated by one source, whereas the alternative hypolH@%'i%is that at least two samples
are generated by different sources.

All four problems are well known in mathematical statistics and there is an extensive literature
dealing with their nonparametric testing, see for review, for examp14].

1.3. Mainresuts

We suggest statistical tests for all problems such that the Type | error is less than or equal to
a givena and the Type Il error goes to zero, when the sample size grows. However, there are
some additional restrictions mainly concerneithvthe case of infinite@urce alphabet. For this
case all tests are described for memoryless (or i.i.d.) sources only. It is important to note that
the suggested tests are based on universal codes (and closely connected universal predictors), bu
the Type | error is less than or equal to a giverfor any code and, in particular, it is true for
practically used methods of data compression (or archivers), that is why they can be used as a
basis for the tests.

1.4. Outline of the paper

The next section contains some necessary facts and definitions. Sections 3 and 4 are devotec
to a description of the tests for the cases whéphabets are finite and infinite, respectively.
Some experimental results and simulation studies are given in Séction

We give a desription of one particular universal codeAppendix A because universal codes
play a key role in this paper, but information about them is spread between numerous papers and
they are not widely presented in statistical literature (in spite of the fact that universal codes
have found different applications to some classical problems of mathematical statistics, see,

1 For acase of one sample and a finite alphaBetome of thesempblems were considered by the authors3t] fand
reports submitted to conferences.
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e.d., b]). Besides, the universal code describedippendix Ais used for simwdtion study of

seaial independence testing in part 5. (On theasthand, this paper focuses on hypothesis testing,

that is why the description ohe universal codes and ideas behind them are put in the appendix.)
The conclusion is intended to clarify the connection of the suggested approach and briefly

describe some possible generalizations of the described tests. All proofs are diygreimdix B

2. Definitionsand auxiliary results
2.1. Stochastic processes and the Shannon entropy

Now we briefly describe stoastic processes (or sources of information). Consider an
alphabetA, which can be either finite or infinite, and denote By and A* the set ofall words
of lengtht over A and the set of all finite words oveX correspondingly &* = (2, A). By
Mso (A) we denote the set of all stationary and ergodic sources, which generate letterd;from
see fordefinition, e.g., 2,11] and letMp(A) C My (A) be the set of all i.i.d. processes. Let
Mm(A) C M (A) be the set of Markov sources of order (or with memory, or connectivity) not
larger tharm, m > 0. In the case of a finite alphabAtMarkov processes will play a key role in
this paper, that is why we give a formal definition. By definitiore My, (A) if

M(Xt+l = ai]_ I Xt = aizs Xt—1 = ai31 RN thm+l = aian,]_v .. ')
= /’L(Xt-‘rl = ail | Xt = aiga Xi—1 = aiga s Xt—mt1l = aim+1) (1)
forallt > manda,,a,,... € A Let M*(A) = U2y Mi(A) be the set of all finite-order
sources.

Let r be a stationary and ergodic source generating letters from a finite alphalbbe m-
order (conditional) Shannon entropy and the limit Shannon entropy are defined as follows:

hm(m)= ) 1)) r@wv)logr@wv).  he(r)= lim hm(). &y

ve AM acA

It is also knowrthat for anym
Noo (7) < hm(7), )
see R,11]. The well known Shannon-MacMillan—Breiman theorem states that
timoo—logr(xl...xt)/t = hoo (1) 4)

with probability 1, seeZ,11].

Letv = v1...vcandx = x1X2. .. X; be words fromA*. Denote the rate of a word occurring
in the sguencex = X1X2...Xk, X2X3. .. Xk+1, X3X4 ... Xk12, - - - » Xt—k+1 - - - Xt @Svx(v). For
exampe, if x = 000100 and = 00, thenvk (00) = 3. For any O< k < t the anpirical Shannon
entropy of ordek is defined as follows:

£(X) = — Z vy (v) Z vy (va) log vy (va) o

Pl = O ON

wherex = Xp...X, vx(v) = ) ,.avx(va). In paticular, if k = 0, we obtainh§(x) =

—t=13 cavx(@) log(vx(a@)/1).
We extendthese definitions to a case where a samplpreserdd as several (independent)

sequencest = xi...xt, x2 =x2...x2,....x" = x| ...x{ generated by a source. (The point
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is that we cannot simply combine all samples into one, if the source is not i.i.d.) We denote this
sample byl ox2o---ox" and defing = Y1 _; ti, Vy1ox20..oxr (V) = D1 vyi (v). For example,
if x! =001Q x? = 011, therw,1,,,2(00) = 1. Analogously tq5),

hf;(Xl X260 X') = — Z Vylo...oxt (V) Vylo...oxr (V@) | Vyl..oxr (V) (6)
LT UKD A oo ) Bylgox ()
wherevya,. . oyr (V) = D ac A Vxlon.oxr (V).
For any sguence of words® = xi...x¢, x2 =x2...x2,....x" = x{...x{ from A* and

any measuré we defined(x* o x2 o --- o x") = [TI_; 6(x").
We will use the following well known inequality, whose proof can be foundlifi{
For any two probability distributions p and g over some alphabet B the following inequality
b
> p(b) Iog&b) >0 @)
] q(b)
is valid with equality if and only if p=q.
The value)_,_g p(b) log g((—g; is often called Kullback—Leibler divergence.
The following property of the empirical Shannon entropy will be used later.

Lemma. Let & be a measure from M(A), m > 0, and x, ..., x" be words from A, whose
lengths are not less than m. Then

9(x1 o-oxX) < 27(tfrm)h*m(xl<>~~~<>x')' 8)
2.2. Codes

A data conpression method (or code) is defined as aet of mappingsy, such that
on: A" — {0, 1}*, n =1, 2,... and for each pair of differentwords y € A" ¢n(X) # ¢n(y).
It is also required that each sequerggui)pn(U2)...¢n(ur),r > 1, of encoded words from
the setA", n > 1, could be uniquely decoded intqus . .. u,. Such odes are called uniquely
decodable. For example, |ét = {a, b}, thecodey1(a) = 0O, ¥1(b) = 00, obviously, is not
uniquely decodable. It is well known that if a codés uniquely decodable then the lengths of
the codewords satisfy the following inequality (Kraft inequality); s 27"W! < 1, see, e.g.,
[11]. (Here and beloww| is the length of, if v is a word ad the number of elements ofif v is
a set.) It wil be convenient to reformuletthis poperty as follows:

Lety be a uniguely decodable code over an alphabethfen for any integer n there exists a
measire i, on A" suchthat

—log 1y (W) < @) 9)

for any u from A.

It is easy to see #t it is true for the measurg,(u) = 2-¥WI/ 3" . 27WI In what
follows we call uniquely decodable codes just “codes”.

We suppose that any code is defined for each sequence of wbtd€o- - -ox!. (For example,
any codep can be extended to this case as follopstl o X2 - -0 x") = p(xHp(x?) ... p(x").)

There exist so-called universal codes. To introduce these codes we first recall that (as it is
known in Information Theory) sequences. . . X, gererated by a sourcp, can be “compressed”
up to the length-log p(x: . .. Xt) bits; on the other hand, for any sourpdhere 5 no @de
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for which the average codeword length,. o P(W |y (u)] is less than-Y",_a p(u) log p(u).
Universal codes can reach the lower bounlbbg p(x1 ... X;) asymptotically for any stationary
and ergodic sourcp with probability 1.

A formd definition is as follows: a code is universal if for any stationary and ergodic
sourcep

timoorl(— log p(X1...%) — lp(X1... X)) =0 (10)

with probability 1. So, informally speaking, universal codes estimate the probability
characteristics of the sourgeand use them for efficient “compression”. One of the first universal
codes was described i8§], see also29], and now there are many efficient universal codes and
universal predictors connected with them, sE&15,24,25,30,35].

3. Testsfor afinite alphabet
3.1. Goodness-of-fit testing or identity testing

Now we oonsider the problem of testing the hypothels'#’ that the soure has a particular
distribution 7, 7 € Mx(A), againstHid that the source is stationary and ergodic and differs
from . Let the equired level of significance (or the Type | error)dex € (0, 1). We desribe
a stdistical test which can be constructed based on any gode

The main idea of the suggested test is quite natural: compress a sainpkecodep. If the
length of the codewordlp(X)| is significantly less than the valuelog (X), then Hc',d should be
rejected. The key observation is that the probability of all rejected samples is quite small for any
¢, that is why the Type | error can be made small. Thatat descrifion of the test is as follows:

Let thee be a amplex presened by sequencesx= xi...x¢,....x' = x| ... x|, generated

independently by a source. The hypotheﬁj% isl accepted if
—logn (X) — lp(X)| < —loge. (11)
Otherwise Hy" is rejected We denote this test by} (A, o).

Theorem 1. (i) For each digribution, @ € (0, 1) and a code, the Tye | error of the described
test Ed(A, a) is not larger thana and (ii) if, in addition, r is a finite-order stationary and
ergodic process over A (i.e. = € M*(A)), ¢ is auniversal code then the Type Il error of the
test 1;d (A, @) goes td0 as the sample size(t = Z!:l tj) tends to infinity.

3.2. Testing of serial independence

Let there be a samplepresented by sequences= x{ ...x¢,....x' =X ...x, gererated

independently by a (unknown) source andtlet Z!:l ti. The main hypothesiblos' is that the
source is Markovian, whose order is not greater tharim > 0), and the alternative hypothesis
HlSI is that the sampl& is generated by a stationary and ergodic source whose order is greater
thanm (i.e. the source belongs td, (A) \ My (A)). The suggested test is as follows.

Let ¢ be any codeBy definition, the hypothesisoﬁjiis accepted if

(t — mhhg(X) — [e(X)| < log(1/a), (12)
wherex € (0, 1). Otherwise Hg' is rejected We denote this test byT.>'(A, ).
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Theorem 2. (i) For any codep the Ty | error of the test f'(A, «) is lessthan or equal to
a, o € (0,1) and, (i) if, in addition,¢ is auniversal code and the sample size t tends to infinity,
then the Typellerror goes ta0.

3.3. Independence testing

Now we consider the pblem of the independence testing for Markovian sources. It is
supposed that the source alphabktis the Cartesian product ofl alphabetsA, ..., Aq,
i.e. A = ]'[I _1Ai,d > 2 and it is known a priori that the source belongsNim(A) for some
knownm, m > 0. We present each lettarasx = (x, ..., x@), wherex) e AJ The
hypothesidH"is thaty € Mm(A) is such a source that foreaah: @b, ...a® e, A
and eaclx; ... xm € A™ the following equality is valid:

d . .
pxmir= @Y, ..aM)xa. o oxm) = [[e® iy =aVx. . xm), (13)
i=1

where, bydefinition,

(')(x(') =alX1...Xm)
= Z Z ,u’(xm+l=(blv"'7bifls av bi+lv"'1bd)lxl"'xm)'
i—-1 d
bl,...,bi_le_l_[ Aj bi+1,...,bd€_ 1_[ Aj
j=1 j=i+1
(14)
The hypothesi$ii" is that Eq.(13)is not valid ateast br one@®, ..., a®) e [T ; Ai and

X1...Xm € A™, _ _
Let us describe the test for hypothes}etg‘d and HInd Suppose that there is a sampte

presented as sequences = xi...x¢,....x' = x'1 .X{, gererated independently by a
source, where, in turn, anyx) = (/@ .. x) @) We definet = YI_,t andx® =
x%(k) . .xtll(k) VR x'l(k) xtl(k) fork=1,2,...,d.

Let ¢ be any codeBy definition, the hypotheS|s(')'F‘i‘ is accepted if
Z(t mhhiX®) — lp(®)] < log(1/a), (15)

a € (0,1). Otherwise H' is rejected We denote this test byT"(A, ). First we give an
informal explanation of the main idea of the test. The Shannon entropy is the lower bound of
the conpression ratio and the empirical entropxﬁ(x('o) is its estimate. So, iH nd js true,

the sumzk 1(t — mhhi,x®) is, on average, close to the lower bound. Hence if the length
of a codeword of some codg is significantly less than the sum of the empirical entropies, it
means that there is some dependence betwempaoents, which is used for some additional
compression. The following theorem describes the properties of the suggested test.

Theorem 3. (i) For any codep the Type | error of the test i1T‘J'(A «) is lessthan or equal to
a,a € (0,1), and (||) if, in addition, ¢ is a universal code and t tends to infinity, then the Type
I error of the test'];n (A, o) goes ta0.
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3.4. Homogerigy testing

Let there be samplesc! = xi...x¢, x2 = xZ...x2,....x" = x{...x{.(r > 2), and
it is assumed that tlyeare geerated by Markovian sources, whose orders are not larger than
m, (m > 0) andm is known a priori (i.e. the sources belong k&, (A)). The null hypothesis
Hgom is that all samples are generated by one source, whereas the alternative hypd{lﬁ’é’sis
is that at least two samples are generated by different sources.

Let us describe the test for hypotheské@”m and H{“’m. Lety be any codgt = Y i_, ti and
a € (0, 1). By definition, the hypothesisd™ is accepted if

r
t —mnht(xtox?o.--ox) — Z lo(x))| < log(1/a). (16)
i=1

Otherwise H(S‘Om is rejected We denote this test by";“’m(A, ).

Theorem 4. (i) For any codep the Ty | error of the test 'J/'j‘om(A, «) is lessthan or equal to
a,a € (0,1) and (ii) if, in addition,¢ is auniversal code and the sample size t goes to infinity
in such a way that there exists a positive constant ¢ for which

c<tj/t 7)
for each j, hen the Type Il error of the tes;phPm(A, «) goes ta0.

Let us give some comments concerning the constdntfact, the existereof such aonstant
means that all samples are present and grow. Otherwise, some samples could have a negligible
length, say, 1 letter and, obviously, it would be difficult to build a reasonable test for such a case.
The suggested test can be extended for a case where it is known beforehand that some
seguences (fromx?, x2, ..., x") were gnerated by the same source. In this case the same test
can be applied, but condition (ii) can be weakened as follows: for each source the ingdirality
must be valid for at least one sample.

4. Infinite alphabet

In this part we consider the case where the source alphalietnfinite, say, a part oR".
Our strategy is to use finite partitions @f and to consider hypotheses corresponding to the
patitions. The main problem of this approach is as follows: if someone combines letters (or
staes) of a Markov chain, the chain order (or memory) can increase. For example, if an alphabet
contains three letters, there exists a Markov chain of order one, such that combining two letters
into one sibset transfers the chain into a process with infinite memory. On the other hand, the
main part of the results descrith@bove is vdid for finite-order processes. That is why in this
part we will consider i.i.d. processes only (i.e. processes My(A)).

In order to avoid numerous repetitions, we will consider a general scheme, which can be
applied to all tests using notatiokg', H* andT ' (A, «), whereX is an abbrevition of one of
the described tests (i.el, SlI, indandhon).

Let us give some definitions. Let = A1, ..., As be a fhite (measurable) partition ok and
let A(x) bean element of the partitiord, whichcontainsx € A. For any pocesst we define a
processr, over a new phabetd by equation

TARig - Ajy) =X € Ay, -, Xk € Aiy)s
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wherex; ... xx € AX. (Such partitions are widely used in information theory; see, &g,1[1]
for a detdled description.) A

We will consider an infinite sequence of partitionls = A1, A2, ... and say that such a
sequence discriminates between a pair of hypothdﬂ§$A), Hf(A) about processes from
Mo(A), if for each procesg, for which Hf(A) is true, there exists a partitioj for which
Hf(/lj) is true for he procesg ;. We dso define a probability distributiofiv = w1, wo, ...}
onintegers(l, 2, ...} by

w1=1-1/log3, ..., =1/log(i +1) — 1/log( + 2),.... (18)

(In what follows we will u® this digribution, but the theorem described below is obviously true
for any distribution with nonzero probabilities.)

LetH R(A) H R(A) be a pair of hypothesed, = A3, A, ... bea squence of partitions;
be from(O 1) and<p be a code. The scheme for tik tests is as follows:

The hyothesis I-a‘(A) is acceptedif foralli=1, 2, 3, ... the test 'g‘(/l., (awj)) accepts the

hypothesis Ig‘(/l ). Otherwise H{' is rejected We denote this test a3 (/1)

Comment.It is important to note that one does not need to check an infinite number of
inequalities when one applies this test. The point is that the hypotﬁg‘@é\) has to be accepted
if the left part in(11), (12), (15) and(16), correspondingly, is less than log(aw;j). Obviously,
— log(awi) goes to infinity ifi increases. That is why there are many cases, where it is enough
to check a finite number of hypotheseg'(4;).

Theorem 5. (i) For eacha € (0, 1), sequence of partitionﬁ and a codey, the Type | error of
the described tes‘[fj’w(/l) is not larger thana and (ii) if, in addition,¢ is auniversal code and

A discriminates between J{A), H1(A)®, then he Type Il error of the tesT (1) goes to0,
when the sample size tends to infinity (in the case of the homogeneity testing, in addition, the
inequality(17) should be valid).

5. Theexperiments

In this part we describe results of some experiments and a simulation study carried out to
estimate an efficiency of the suggested tests. The obtained results show that the described test:
as well as the suggested approach in general can be used in applications.

5.1. Randomness testing

First we consider the problem of randomness testing, which is a particular case of goodness-
of-fit testing. Namely, we will consider a null hypotheéi*é{)t that a given Wi sequence is
generated by Bernoulli source with equal prbitiies of 0 and 1 and thelernative hypothesis
H{t that the sequence is generated by a stationary and ergodic source which differs from the
source underHc',t. This problem is important for random number (RNG) and pseudorandom
number generators (PRNG) testing and there are many methods for randomness testing
suggested in the literature. Thus, recently Natidnatitute of Standardswa Technology (NIST,

USA) suggested “A statistical test suite for random and pseudorandom number generators for
cryptographic applications”, se27].

We investigated linear congruent generators (LCG), which are defined by the following
equality

Xnt1 = (Ax Xp 4+ C) mod M,
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Table 1

Pseudorandom number generators testing

Paameters/length (bits) 400000 8000 000
M, A, C, Xg

108 +1,23,0,47594 118 390240 7635936
2812161 30,1 Extended 7797 984
232, 1347758131,0 Extended Extended

where X, is the n-th generated numberl]. Each such generator we will denote by
LCG(M, A, C, Xp), where Xg is the initial value of the generator. Such generators are well
studied and many of them are used in practice, 4&¢ [

In our experiments we extract argét-bit word from each generate€ using the following
algorithm. Firstly, the number = | M/256| was calculated and then eact was tranformed
into an 8bit word X; as follows:

>:<i = | Xi/256] if Xi < 256 }

19
Xi = empty word ifX; > 256u (19)

Then a sequence was compressed by the archi@é&r v 1.2b (seehttp://www.winace.com/
Experimental data about testing of thitaeear congruent generators is giverilable 1

So, we can see from the first line of the table that the 400 000-bit sequence generated by
the LCG10° + 1, 23,0, 47594 118 and transformed according {d9) was conpressed to a
390 240-bit sequence. (Here 400000 is the length of the sequence after transformation.) If we
take the level of significance > 2-°7%%and apply the tesT, ({0, 1}, @), (¢ = ACE v 1.2b),
the hypothesisH{,t should be rejected, seeheorem land(11). Analogously, the second line of
the table shows that the 8000 000-bit sequence generated by2%¢@1° + 3,0, 1) cannot
be considered random-lgt should be rejected if the level of significaneeis greater than
27202018 On the other hand, the suggested test acceitsfor the sequences generated by
the third generator, because the lengihthe “compressed” sequences increased.

The obtained information corresponds to #mown data about the considered generators.
Thus, it is shown in 17] that the first two generators are bad whereas the third generator was
investigated in22] and is regarded as good. So, we can see that the suggested testing is quite
efficient.

In a recently published papeBZ] the described method was applied for testing random
number and pseudorandom number generators and its efficiency was compared with the
mentioned methods from “A statistical test suite for random and pseudorandom number
generators for cryptographic application&7]. The point is tlat the tests fromZ7] are séected
basing on comprehensive theoretical and experimental analysis and can be considered as the
state-of-the-art in randomness testing. It turned out that the suggested tests, which were based
on archivers RAR and ARJ, were more powerful than many methods recommended by NIST
in [27]; see B2 for detals.

5.2. Simulation study of serial independence testing
A selection of the simulation results concerning independence tests is presented in this part.

We generated binary sequences by the first order Markov source with different probabilities (see
Table 2 and gplied the tesfl,>'({0, 1}, &) to testthe hypothesisHg' that a given Hisequence is
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Table 2

Seial independence testing for Markov source of order 6 (“rej” means rejected, “acc” — accepted. In all cases
P(Xit1 = 0% = 1) = 05)

Probabilities/length (bits) % 214 216 218 223

p(Xi+1 =0|xi =0 =0.8 rej rej ej rej rej

p(Xi+1 =0l =0 =06 acc rej rej rej rej

p(Xi+1 = 0|xi =0) = 0.55 acc acc rej rej rej

p(Xi+1 = 0|x; =0) = 0.525 acc acc acc rej rej
p(Xj+1 = 0|x; = 0) = 0.505 acc acc acc acc rej

Table 3

Serial independence testing for Mav source of order 6 (in all casggx; 11 = 0|(Zi]- —i_g Xi) mod 2= 1) = 0.5)

Probabilities/length (bits) ® 218 220 223 228
p(Xit+1 = 0|(25:i76 Xj) mod 2= 0) = 0.8 rej rej ej rej rej
pP(Xiy+1 = O|(ZH —i—gXj) mod 2=0) = 0.6 acc rej rej rej rej
p(Xjt+1 = 0|(ZH —i_g Xj) mod 2= 0) = 0.55 acc acc rej rej rej
p(Xit+1 = O|(ZH —i—6 Xj) mod 2= 0) = 0.525 acc acc acc rej rej
p(Xjt+1 = 0|(Z'j —i_g Xj) mod 2= 0) = 0.505 acc acc acc acc rej

generated by Bernoulli source and the alternative hypotflreﬁ'is;hat the sequence is generated
by a stationary and ergodic source which differs from the source LH@br

We tied several different archivers and the universal c8ddescribed inAppendix B It
turned out that the power of the cofds larger than the power of thaed archivers, that is why
we present results for the tég8'({0, 1}, &), which isbased on this code, for = 0.01. Table 2
contains results of calculations.

We know that the source is Markovian and, hence, the hypothﬂa@ls(that a sequence is
generated by Bernoulli source) is not tri@ble 2shows low the valueof the Type Il error
dependsonthe sample size and the source probabilities.

The similar calculations were carried out for the Markov source of order 6. We applied the test
T(/)S'({O, 1}, @), « = 0.01, for checking the hypothesIH;DS' that a given bit sequence is generated
by Markov source of order at most 5 and the alternative hypotheglshat the sgquence is
generated by a stationary and ergodic source which differs from the sourceH@He‘kgain,
we know thatH(‘)SI is not tue andTable 3shows low the valueof the Type Il error depends on
the sample size and the source probabilities.

6. Conclusion

In this part we point out some generalizations of the suggested approach as well as clarify the
connection with some statistical methods.

Having taken into account the Kraft inequal{8), we can rewrite the goodness-of-fit t¢4tl)
as follows:

if (X)/1e(X) = o thenHo, otherwiseH1, (20)

where, as beforgy, (x) = 271¢X1/ 3" 271¢WI t is the sample size. Clearl{20) looks like
thelikelihood ratio test, which is one of the main statistical tools. Moreover, all other tests can be



386 B. Ryabko, J. Astola / Statistical Methodology 3 (2006) 375-397

presented in the same manner. Thus, if we denote P from (12) by 7, we can rewrite
the serial indpendence te¢fl2)in the same form ag0). The samas true for theindependence
. . . . d % (g

testing(15) and homogeneity testir@6), if we denote by the values 2 i1 t-Imhiax*) gpqg
2~ (t=mnhictox?o--ox) - correspondingly.

Now we use the representati¢20) in order to extend the suggested tests to the following
more general case. Let there be several codes (or archpers), . . . , ¢ and we want to build a
test, which is based on all of them. In order to get such a test, we define the “mixture” probability
distribution and the mixture distribution of codeword lengths by equalities

prmi(X) = (27100 427102000 o 27 /1 gmix(X)] = — log pmix(X).

correspondingly. Obviously, the Kraft inequalit9) is valid for |pmix| and, thereforepmix| can
be used in all suggested tests insteagqfln thecase when the set of codes ¢o, . . . is infinite,
we can use some probability distributieron the set 12, 3, ... and defineumix and|gmix| as
follows:

pmix(®) = Y1270 o (0)] = — 10g wmix(X). (21)
i=1

(For example, th didribution w (18) can be used here as the distributioh

It can be easily seen from the descriptions of the tests that their power is greater, if the length
of the codeworde(X)| is less. That is why it is natural to look for a cogewhose length is
minimal. First of all we can find such a cogg that

— log(zs27 192Xy = min(— log(zj 2714 Xly). (22)
1
Having taken into accour(®1), we can see that

—log(z27 19X < |pmix(X)|.

If we denote bypmm the @de, whose codeword lengtpmm(X)| = — log(ts2~19 X1y for each
X, thelater inequality shows thapmm(X)| < lemix(X)| for any sample, and, hence, the power
of the tests based on the coglen, is not less than the power of the tests based on the gggle

It is worth noting that codegmix andgmm (and corresponding distributions, which are based
onthe Kraft inequality(9)), were applied for constructing optimal universal codes and predictors
in [28,29] and laer both constructions were used in mathematical statistics and related fields
under different names (aggregating strategy, weighted majority algorithms, etc.).

One of the reason of a popularity of both constions is their asymptotical optimality.
Thus, in the case of hypothesis testing, the cagdgg and omm give, in a certm sense, the
most powerful (asymptotically) tests. Indeed, if we suppose that the family of eades, . . .
contains a cod@opt, whose codeword lengthgopt(X)]) is minimal (say, with probability 1,
when the sample size increases), we can see from the definjtignandgmm that |pmix(X)| <
lpopt(X)| + constand|gmm(X)| < |@opt(X)| + const whereconst= — logtopt. On theother
hand, for any processes (whose entropy is larger than zero), the codeword|{gjpgth)| goes
to infinity, if the sample size|k|) increases and, hence, the impactohstdecreases.
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Appendix A. Predictorsand universal codes

Let a source generate a messagge...Xi—1% ..., X € A for all i. After the
first t letters xp,...,%—1,% have been processed the following lettgf,; needs
to be predicted. By definition, the prediction is the set of nonnegative numbers
y(@lX1...%), ..., y(@nlX1...X) which are estimates of the unkmn conditional probabilities
p@ilX1... %), ..., p@lXy...%),i.e.of the probabilitiep(X;+1 = aj|X1...%);i =1,...,n.
Laplace suggested the following predictor:
Lo@[X1...Xt) = (vx..x (@ + D/t + [A], (23)

see PJ. (We usel g here in order to show that it is intended to predict sources fytA). Later
this predictor will be extended tl; (A), i > 0.) For example, ifA = {0, 1}, X1 ... x5 = 01010,
then the Laplace prediction is as followsg(xe = 0/01010 = (3+1)/(5+2) = 4/7, Lo(Xe =
1/01010 = 2+ 1)/(5+2) = 3/7.

It is natural to estimate the error of prediction by the Kullback—Leibler (K-L) divergence
between a @tribution p and its estimation. Consider a sougg@nd a predictoy. Theerror is
characterized by the divergence

p@IXs . .. X))

. 24
y@lXy...Xt) 24)

Py.p(X1 ... %) = Z p(alxz...x) log

acA

As we mentioned laove, for any ditributions p andy the K-L divergence is nonnegative and
equals 0 if and only ifp(x) = y(x) for all x. For fixedt, r, p is a random variable, because

X1, X2, ..., Xt are random variables. We define the average error atttimge
PLPlly) = E(typ() = Y PO X)pyp(Xe. .- X0). (25)
X;l...XtEAt

It is shown in [30] that the error of Laplace predictor goes to O for any i.i.d. soupcélore
precisely, it is proven that

r'(pliLo) < (Al = 1)/(t + 1) (26)

for any sourcep (see also34)).
For any pedictory we define the correspondipgobability measure by

V(X1~-~Xt)=ﬁy(xi | X1...Xi—1). (27)
i=1
For examplethe Laplace measurég of the wordxs ... x; = 0101 is as followsl (0101 =
$312 — L By anabgy with (24) and(25)we define
py.p(X1. .. X0) = t7(log(p(X1. .. %) /¥ (X1 .. X)) (28)
and
.=t > pxa...x)log(p(xa. .. x0)/y (X1 .. X)). (29)

X:|_...XtEAt
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For examplefrom those definitions an{R6) we obtain the following estimation for Laplace
predidor Lo and any i.i.d. source:

pt(Lo, p) < (logt +©)/t, (30)

wherec is a onstant.

The average errd29) has three inter¢img characteristics. Firstly, it can be easily seen from
(24), (25)and(29)that ot (y, p) is the average error of the predictomwhen it is applied to the
processp:

t .
py, P =t pl(ply).
i=1

Secondly, having takemio account the definition of the Shannon entr@®)y we can easily see
that forp € Mg(A)

Ay, p) =t Ep(=logy (x1...%)) — ho(p). (31)

The third characteristic is connected with the theory of universal coding. One can constructa code
with coddengthycoge(@lX1 . . . Xt) & —10g, ¥ (a|X1 . .. Xn) for anylettera € A (since Shannon’s
original research, it has been well known, cf. eldl]] that, using block codes with large block
length or more modern methods of arithmetialing, the approximation may be as accurate as
you like). If one knows the real distributign, one can base coding on the true distributpand

not on the predictiorr. Thedifference in performance measured by average code length is given

by
Z p@|x1...x)(—log, y(@alxy...x)) — Z p@lx1 ... x0)(—log, palxa. .. %))

acA acA

p(@lxy. .. %)
= alxy...x)logy ————=.
a;\m ... logp o

Thus this excess, it is exactly the erf@4) defined above. Analogously, if we encode the
sajuencexs ... Xt based a a predctor y the redundancy per letter is defined (28) and(29).
So, from a mathematical patiof view the universal prediction and universal coding are identical.
But—logy (x1...x) and—log p(x1 ... %) have a very natural interptaion. The first value is
a aodeword length (in is), if the “code”y is applied for compessing of the word; . . . x; and
the ®cond one is the minimally possible codewtedgth. The difference is the redundancy of
the code and, at the same time, the error of the predictor. It is worth noting that there are many
other deep interrelations between universal coding, prediction and estimatioB528% [

As we saw in(30), the average error of the Laplace predictor is upper boundedAly—
Dogt + O(1))/(t + 1), whent grows. Krichevsky suggested the predickay(alxy ... x;) =
(vx...x (@) +1/2)/(t + | Al/2) and showed that the error of this predictor is asymptotically less:
ot(Ko, p) is upper bounded by|A| — 1)(logt + O(1))/(2t). Moreover, he showd that this
predidor is asymptotically optimal in the sense that for any other predigtthere exists a
sourcep for which the erromp (v, pP) is not less thar| A| — 1)(logt + O(1))/(2t), see L9].

Fromdefinitions(23) and (27) we can see thahe Laplace predictor ascribes the following
probabilities:

|

Uxxo (X)) +1 aIeTA(lemXt @)

i —1+]A (t+ 1A =DY/(A - D)t

t
Lo(X1...%) = l_[ (32)
i=1
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Analogously, forKg we obtain

Vxq..Xt ()
[1 [T (G-1/2
vXj_...Xi_l(Xi) + 1/2 _ acA j=1

i—1+4+|A|/2 t-1
A I1+ 14172
1=

t
Ko(X1...%) = 1_[
i=1

=3

The following simple example shows the difference between the predictoAs=
X1...X = 0101, thenLo and Ko ascribe the probabilitie§332 = & and 332
correspondingly.

The productr +1/2)((r +1)+1/2)...(s—1/2) can be presented as a raﬁ#%%, where
I'() is the gamma function (edfor definition, e.g., 17]). So,(33) can be presented as follows:

[T I'vxy..x (@ +1/2)
I(A/2) aca -7
ray/2)A I'(t+1Al/2)
As we mentioned above the average error of the Krichevsky predictor is asymptotically minimal.

That is why we will focus our attention on this predictor and, for the sake of completeness, we
prove an upper bound for its error.

{0,1} and
i =

128’

NI

Ko(X1...%) =

(34)

Claim 1. For any stationary and ergodic source generating letters from a finite alphabet A the
average error of K is upper bounded as follows:

—t71 3" plxa...x)l0g(Ko(x1 ... X)) —ho(p) < ((JA] — 1) logt + C)/(20),
X:|_...XtEAt

where C is a onstant.

Proof is given inAppendix B

CommentIn paticular, if the source is i.i.dthe aveage error is less thaf{|A| — 1) logt +
C)/(2t); see(31).

We indicated that extensions of both predictarsbver the gneral Markov case are possible.
We takethis up now. The trick i¢o view a Makov sourcep € My (A) as resulting fromj A|/™

i.i.d. sources. We illustrate this idea by an example fr8d}.[So assume thaA = {O, |}, m =2
and assume that the sourpes M2(A) has generated the sequence

oololloolllolo.
We represent this sequence by the following four subsequences:

ok | ook ok ok ok | ok ok ok kok,
¥k %O x|l xxx | xxx O,
SRR IO R E

fxkokkokk Oxkx O % x*.

These four subsequences contain letters which fol@@, O1, 10 and 11, resgectively. By
definition,p € M (A) if p@jx1...x) = p@|X-ms1...%), foral0<m<t,alae Aand

all x1...x € Al. Therefore, each of the four generated subsequences may be considered to be
generated by a Bernoulli source. Further, it isgible to reonstruct the original sequence if we
know the four(=| A|™) subsequences and the twem) first letters of the dginal sequence.
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Any predictor y for i.i.d. sources can be applied for Markov sources. Indeed, in order
to predict, it is enough to store in the memaox|™ segquences, one corresponding to each
word in A™. Thus, in the example, the lettes which follows OO is predicted based on
the Bernoulli method, corresponding to the;x,-subsequencé=0 O), thenx, is predicted
based on the Bernoulli method correspondingzxs, i.e. to theO | -subsequence, and so forth.
When this scheme is applied along with eithey or Ko we denote the obtained predictors
asLm and Ky, correspondingly and define th@obabilities dr the firstm letters as follows:
Lm(X1) = Lm(X2) = ... Lm(Xm) = 1/|Al, Km(X1) = Kn(X2) = ... Km(Xm) = 1/|Al.

Having taken into accoun{32) and (34), we can present the Laplace and Krichevsky
predidorsfor My (A) as follows:

1 .
W, if t <m;
Ln(X1...%) = 1 a];[A(vX (va))! (35)
if t
A 1:\[ (Gx@) + [ADD/GA =D
1 .
W, ift<m;
Km(X1... %) = 1 < F(|A|/2) >|Am l_[ a];[A(F(UX(Ua) + 1/2)) ‘o -
[ —_—— bl > 9
AR \Ta2A) LT TG A7)
(36)

wherevy (v) = D cavx(va), X = X1... Xt.

We have sen that any source frovin(A) can be presented as a “sum” pA|™ and
i.i.d. sources. From this we can easily sed tha eror of a predictor for the source froMm,(A)
can be upper bounded by the error of i.i.d. source multiplied A¥. In paticular, we obtain
from Claim 1the following upper bound.

Claim 2. For any stationary and ergodic source generated letters from a finite alphabet A the
average error of the Krichevsky predictor,Ks upper bounded as follows:

1 3 pOxa...x) 0g(Km(X1. .. X)) — hm(P) < [AI™((| Al — 1) logt + C)/(2b),

X;|_...XtEAl

where C is a onstant.

Now we can desdpie the universal predictd® and codeRqoge from [28,29]. By definition,

R(X1...%) = Zwi+lKi (X1... %),
i=0
R(Xt | X1...%-1) = R(X1...X)/R(X1...Xt—1)

and|Reode(X1 . . . Xt)| = —log R(X1 ... X). It is worthnoting that this construction can be applied
to the Laplace predictor (if we udg instead ofK;) and any otkr family of predictors (or codes).

Claim 3. Let the predictor R be applied to a source p. Then, for any stationary and ergodic
source pe My (A) the error (29) of the predictor R goes to 0, when the sample size t goes
to oo.
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Proof can be derived fror@laim 2and the properties of the Shannon entropy. Indeed, we can

see from the definition oR andClaim 2that the average error is upper bounded as follows:
—t7t 3" pixa...x0) l0g(R(Xa ... X)) — hk(p)
X:|_...XtEAt
< (IA(IA] — 1) logt + log(1/ei) + C)/(21),

foranyk = 0, 1, 2, ... .. Taking into account that for ang € M (A) limg_, o hk(pP) = hoo (P),
we can see that

(tingotl Y pxa...x) log(R(X1. . . X)) —hoo(p)) =0.

X;l...XtEAl

The main property of the universal cod@d®) is also true forR.,ge and can be easily derived
from Claim 3using standard techniques of ergodic theory.

Appendix B. Proofs

Proof of thelemma. First we shev that for any sourc@* € Mg(A) and any words<! =
xi..oxd X' =x X
A (R 1 Ny
g*xto- . ox) = H(O*(a))”xlo---oxr @
acA

E l_[ (UX1<>~~<>X" (a)/t)vxlo---ox' (@) , (37)

acA

wheret = Y [_, ti. Here the equality holds, because e Mo(A). Theinequality follows from
(7). Indeed, if p(a) = vyu,...., (@)/t andqg(a) = 6*(a), then

Z Vylo...oxr (@) log (xto..oxr (@)/1) >0
t 0*(a)

acA

From the latter inequality we obta{B87). Taking into account the definitiof®) and(37), we can
see thathie statement of the lemma is true for this particular case.

For anyf € Mp(A) andx = X1...Xs, S > M, we present(Xy...Xs) asé(Xy...Xs) =
O(X1 ... Xm) [Tueam [Taca @@l U@ whered(x1 ... xm) is the limit probability of the word
X1...Xm. Herce,0(x1...%Xs) < [Tyeam [Taca (@l u)xU®. Taking into account the inequality
(37), weobtain[ T, o 0@l u)*U® < [T, a(vx(Ud) /By (u))**U® for any wordu. Herce,

O(X1...X%s) < l_[ ng(aw)vx(ua)

ueAMacA

[T [Txuay/mxuy) 4.

ueAMacA

IA

If we apply those inequalities égx*o- - -ox"), we immediately obtain the following inequalities
Oxto---ox") < l_[ l_[ 0(a| u)xo-ox (UD

ueAMacA

< T Tt oxr (UR) /Byt s (U))¥xtonmont 142,

ueAMacA

Now the statement of the lemma follows from the definit{6h
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Proof of Theorem 1. In order to avoid cumbersome notations we first consider a case where
the samplex is one sequencg; ...x; and then note how the proof can be extended for the
general case. Le€, be a citical set of the tesfr(/‘)d(A, ), i.e., by definition, C, = {u :
ue Al & —logm(u) — |g)| > —loga}. Let we be a measure for whick) is true.
We ddfine an auxiliary seC, = {u : —logm(u) — (—logue(u)) > —loge}. We have
1> Zueéa My (U) > Zueéa w(U)/o = (1/a)7t(éa). (Here the second inequality follows from
the definition ofC,, wheras all others are obvious.) So, we obtain tinetf:a) < «a. From
definitions ofC,, C, and (9) we immediate} obtain thatC, o C,. Thus,7(Cy) < «. By
definition,z (Cy) is the value of tke Type | error. The fist staement of Theorem 1is proven.

Let us prove the second statement of the theorem. Suppose that the hypdiHeAl)sis true.
That is, the sequenca . . . x; is generated by some stationary and ergodic sout@edr # 7.
Our strategys to shev that

timoo —logm(X1...%) — |@(X1...%)| = o0 (38)
with probability 1 (according to the measurk First we represer(88) as
—logm(X1... %) — l[@(X1...%)|

_t(llo 0 L togrx. .. x) — lo(x x)|))
= t gﬂ'(Xl...Xt) ¢ gT(X1... Xt (X1 ... Xt i

From this equality and the property of a universal c(t@ we obtain

1
—logm(X1...%) — |e(X1...%)| =t (f |OQH + o(l)) . (39)
From(2)—(4)we can see that
Nim —logz(xy...x)/t < he(r) (40)

for anyk > 0 (with probability 1). It is supposed that the proces$as a finite memory, i.e.
belongs toMs(A) for somes. Having taken into account the definition ds(A) (1), we obtain
the following representation:

t
—logm(Xy... %)/t = —tflzlogn(x” X1...Xi—1)
i1

k t
=t (Z logm(Xi| X1...Xi—1) + Z logm (x| xi_k...xi_l))
i=1

i=k+1

for anyk > s. According to the ergodic theorem there exists a limit

t
lim t~1 Z logm (Xi| Xj—k .. .Xi—1),
t—o00 i1

which is equal toh(t), see R,11]. So, from the two latter equalities we can see that

lim (—logz (x1... x0))/t = — Z T(v) Z 7(alv) logm(alv).

ve AK acA
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Taking into account this equality40) and(39), we can see that

—logm(X1...%) — |@(X1...%)]

>t (Z () Y 7(@l v) log(z (@l v)/7 (@ v))) +o(t)

ve AK acA

foranyk > s. From this inequdity and (7) we can obtain that logz (X1 ... X)) —|@(X1 ... Xt)|
ct 4+ o(t), wherec is a positiveconstantf — oo. Herce,(38)is true.

Let us consider a case whexes a sguencex! = xj...xt,....x! = xp...x (e.x =
x1 o - o x). The proof of the first statement of the theorem is analogical and can be simply
repeated for this case. In order to prove theosecstatement we note that the length of at least
one sequencg' goes B infinity and, hence, the equali{®8) is true for that sequence, whereas
for all other sequences the differencesiqg ) — |¢(x))| are either bounded or go to infinity.
The theorem is proven.

v

1

Proof of Theorem 2. We only consider a case where the samplés one sequence; . .. X,
because the general case is analogical, but reguumbersome ndtans. Let us denote the
critical set of the tesT>!(A, ) asCy, i.e., by definition,Cy, = {X1... % : (t—m)h¥ (Xg ... Xt)—
lp(X1...%)| > log(l/@)}. From (9) we can see that there exists such a meagyrehat
—logue(X1... %) < lp(X1...%)|. We also define

Co={X1...%: (t — mM)hp(X1... %) — (—10g pe (X1 ... %)) > l0g(1/e)}. (41)

Obviously, Cy O C,. Letd be any source fronrM, (A). Thefollowing chain of equalities and
inequalities is true:

125, Co) = D pp(xa...%)

X]_...Xteéa
ot ) 2(t=mhn(x.x0) > —1 Yoo x) =0(Co).
X1...XtEéa X1...Xt€éa

(Here both equalities and the first inequality are obvious, the second and the third inequalities
follow from (41) and the lemma, correspondingly.) So, we obtain #&,) < « for any source
6 € M (A). Taking into account that, o C,, whereC, is the critical set of the test, we can
see that the probability of the Type | error is not greater tharhe firststaement of the theorem
is proven.

The proof of the second statement will be based on some results of Information Theory. We
obtain from(10) and(4) that for any stationary and ergodic

lim 7Yoo .. x| = hoo(P) (42)

with probability 1. It can be seen froitd) that hj;, is an estimate for then-order Shannon
entropy (2). Applying the ergodic theorem we obtain lim i (X1... %) = hm(p) with
probability 1; see ,11]. It is known in Information Theory thalhy,(¢) — heo(0) > O, if o
belongs toMu (A) \ Mm(A), see R,11]. It is supposed thaki>'(A) is true, i.e. he considered
process belongs tdl. (A) \ Mn(A). So, from (42) and the last equality we obtain that
iMoo ((t — M) (X1 ... %) — [@(X1...X%t)|) = oo. This pioves the saand statement of the
theorem.
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Proof of Theorem 3. As before, weonly consider a case where the sampliss one sequence
X1...X:, because the general case is analogical. Cgtbe a critical set of the test, i.e., by
definition, Co = {(x1, ..., %) : X0t — mhin . x") — lp(xa... %01 > log(1/a)}.
There exists a measupg,, for which(9) is valid. Hence,

CaCCy= {(XL-. S X) : Z(t —mhr o x)

i=1

— 10g(1/ (X, ..., %)) > log(1/a) ¢ . (43)

Let6 be any measure fromfl,,(A). Then

(i) (i)
1> /L(p(C;) > -1 Z l_[2 (t—myhk (xg”..x' )

..... XtEC* i

Having taken into account the lemma, we obtain

d . .
12 pu,CH= > o' ...x").

X1,..., X €CHi=1

It is supposed thaH'nd is true and, hence,(13) is valid. So, from the latter inequalities
we can see that 12 1e(C3) = Xy . xec: 0(X1,....x). Taking into account that
le xeCi (X1, ..., %) = 6(C}) and(43), we obtain that)(C,) < «. So, the firsstaement
of the theorem is proven

We give a short scheme of the proof of the second statement of the theorem, because it is based
on well-known facts of Information Theory. It is known tha (1) — Z, -1 hm(u') = 0if HInd
is true and this difference is negative undﬁj”d A universal code compresses a sequence till
thm(y,) (Informally, it uses dependeador the béter conpression.) That is why the difference
(ZI hm(u') — thm(w)) goes to infinity, whert increases and, henddg ind \ill be rejected.

Proof of Theorem 4. In short, we consider a case of two samples and i.i.d. sources(&€0),
because a generalization is atws. So, there are two sampe’s= x{ ... x¢ andx? = xZ...x3
generated by sources froiipg (A). As befoe, letC, be a critical set of the test, i.e., by definition,
Co = {(X1, X?) : (t1+t2)ho(x o x2) — (Jo(xH| + |9 (x?)]) > log(1/«)}. There exits a measure
1, for which (9) is valid. S0,Cq D Ci = {(x1, x?) : (t1 + t)hj(x! o x2) — (log(1/pe(x)) +
log(1/14(x?))) > log(1/a)}. Let us suppose that°Mis true. It means thak, x?) are created
by some source € Mp(A). Having taken into account the definition of the §&tand the lemma,

we obtain the following chain of inequalities:

12 pyC) = D mp(xtox?
(x1,x2)eCx
>al Y 2ot 5 YN gdox?) = 0(C).
(xt,x2)eCy (xt,x2)eCy

Hencef(C}) < a and, taking into account that the critical &t  C}, we finish he proof of
the first statement of the theorem.
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Let us suppose thaﬂ{“’m is true, i.e. the samplest, x2 are generated by different sources
61, 62, correspondingly. For any € (0, 1) we defined, = y61 + (1 — )62 and let

8= __inf (ho(6,) — (ho(61) + ho(62))). (44)
yelc,1—c)

wherec is defined in(17). Due to the Jensen inequality for the Shannon entropy, we can easily
see tha > 0. Having taken into account the definitiof a universal code and ergodicity of
61, 62 we obtain that

t2

_ 1 NI 1
(t1 + t)hg(xt o x2) — (Je(xH] + lp(x®)]) = (11 + t2) <ho <t1+t291+ t1+t292>

11
<t s ho(61) + ho(92)>> +0o(ty + 1),

(with probability 1), |f(t1+t2) — o0. Taking into account the definitio@d4) and(17)we obtain
from thelast equality that
(t1 + t)h5(x o %) — (oD + [p(xA)]) > 8(t1 + t2) + 0t + t).
Hence, the difference
(t1 + t)hg(x" o X% — (IO + lo(x)])
goes to infinity and the second statement of the theorem is proven.

Proof of Theorem 5. The following chain proves thirst statement of the theorem:

Pr{ HJ (A) is rejected Ho is true}

=Pr { J(H5 () is rejectedt Ho is true}}
i=1

(e.¢] (e.¢]
< Y Pr{Hy(Ai)/Hois trug < ) (awi) = e

i=1 i=1
(Here both inequalities follow from the description of the test, whereas the last equality follows
from (18).)

The second statement also follows from the digsion of the test. Indeed, let a sample be

created by a source, for which Hi(A)Y is true. It is supposed that the sequence of partitions
A discriminates betweeH ) (A), HX(A). By defirition, it means that there exisfsfor which

Hf(/lj) is true for hie proces® 4, . It immediately follows fromTheorems 1—4hat the Type II
error of the tesﬁ’(f(/lj ,awj) goes to 0, when the samdize tends to infinity.

Proof of Claim 1. From(34)we obtain:

I'(1Al/2) aea
[(1/2)IA I't+|Al/2)

1—1 F(UX]_ Xt (a) + 1/2)
—logKo(X1...%) = —Iog( )

= C1+ColAl+log I't + |Al/2) = D" I'(vxy_x (@) + 1/2),

acA

wherecy, ¢, are constants. Now we use the well known Stirling formula

INI'(s) = Inv2r + (s—1/2)Ins— s+ 6/12,
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whered € (0, 1), see, e.g.,17]. Using this formula we rewrite the previous equality as

—logKo(X1...%t) = — Z Vxy...x (@) 109(vx .. (@) /1) + (Al — 1) logt/2 + €1 + C2| Al,
acA
wherecC,, C; are constants. Having taken into accotina definition of the empirical entrog),
we obtain

—logKo(X1...Xt) <thf(X1...x) + (JAl — 1) logt/2 + c|Al.

Hence,
Y P x)(=log(Ko(xa . .. X))
X;|_...XtEAl
<t Y pOa...xohj(xa...x) + (Al = 1)logt/2 + c|Al.
X;l...XtEAt

Having taken into account the definitigh), we gply thewell known Jensen inequality for the
concave function-x log x and obtain the following inequality:

Y pea..x)(—log(Ko(xi . .. X))

X1... Xt € Al

<t Y pea. ) (g @/D)I0g Y piXa. . X0) (k. x (@)/1)

X1...X € Al X1...X €Al

+(IAl — 1) logt/2 + c|Al.

The sourcep is stationary and ergodic, so the average frequeﬁg}{nxleAt P(XL ... Xt)Vxp..x (@)
is equal top(a) for anya € A and we obtain from the two last formulas the following inequality:

Y PO x)(=log(Ko(xa. .. %)) < tho(p) + (Al - 1)logt/2 + c| A

X1... Xt € Al

(whereho(p) = — )", P(@) log p(a) is the Shannon entropy)Claim 1is proven.
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