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HOBHII TUII ATAK HA BJIOKOBBIE IIIA®PHI!

TIpennaraercsa U 3KCIEPUMEHTAJIBHO UCCJIEAYeTCs HOBas aTaKa, HA3BAHHAA “Ipa-
JUEHTHOM CTATUCTUYeCKOH”, Ha 6/10KoBbIe mu@phl. IIoKa3aHa BO3MOKHOCTD €€ IIPH-
MEHEHUAd K ]JlI/Id)pa,M, IJId KOTOPBIX HE U3BECTHO Apyrux aTaK, OTJIMIHBIX OT METOOa

MOTHOrO 1epebopa KJIodeil.

§ 1. BBenenne

BiiokoBbIe mudphl ¢ CEKPETHBIM KJIF0YOM HAXOJSIT CAMOE IUPOKOe IPUMEHEHNE B CH-
CTeMax 3alUThI IePeJaBaeMON U XPAHUMOU nHGMOPMAIMH, ¥ II09TOMY HEKOTOPbIE UCCJIe-
JI0OBATeNN HAa3bIBAIOT UX “paboueil jommaapi0” Kpunrorpadun. Takoe MHPOKOe MpaKTHie-
CKOe TIPUMEHEHUE JIeJIAeT aKTyaJbHBIMA KaK 33/a4M MOCTPOEHUS] HAJIEKHBIX OJIOKOBBIX
mudpoB, TaK U MOUCK G HEKTUBHBIX KPUNITOJOIMYECKUX aTaK HA ITU mudpHI (T.e. MeTo-
JIOB OTIPEIEJIEHUS CEKPETHOTO KJII04a, mudpa Ha OCHOBE IKCIIEPUMEHTOB C 3armudpPOBaH-
HBIME cooOmenusvm). VcemenoBanust B 3THX 00JIACTAX BELYTCS NAPAJIIENBHO U 3a9aCTYI0
OJIHUMU ¥ TEMU K€ CIENUAJIACTAMU, U KAK IIPABUIO, U300peTeHne HOBOM aTaKu IIPUBO-
JIAT K MOSIBJICHUIO MUMPOB, K Hel yeroiuubix. OTMeTrM Cpasy, 9To JJis KPUITOrpadun
[IPEICTABJISIOT UHTEPEC ATAKHM, KOTOPhIE MEHEE TPYIOEMKH, 9€M MeTOZ, “IpsaMoro”’ mepe-
6opa kmoueit. Hanpumep, ecin HekoTopas aTaka Tpebyer mepebopa 2290 kmoueit Bme-
cro, ckaxkeM, 2250, TpebyeMbIX I MOHOrO mepebopa, TO U TAKas ATaKa IIPeICTaBIISeT
unTrepec st kpunrosoruu [1]. O630p cOBpeMEHHBIX GIOKOBBIX MIU(POB, METOAOB UX TO-
CTPOEHUS U aHAJIN3A, 8 TAKXKE PA3JUYHBIX TUMOB aTAK MOXKET ObITh HANJEH BO MHOTHX
paborax, HanpuMmep, B [1-5], rie onucaHbl JeCATKE COBpeMeHHbIX MdpoB u arak. 06 ak-
TYaJIbHOCTH TPOOJIEMbI CBUJIETEIBCTBYET U HAJIMYNE MHOTOYUCJIEHHBIX HAIMOHAJIbHBIX
U MEXKIAYHAPOTHBIX MPOTPAMM M KOHKYDPCOB (HATIDABJIEHHBIX HA MOCTPOCHWE HAJIEXKHBIX
610KOBBIX U POB), MpoBOAUMBIX B HacTosimee spems B CIIIA, crpanax Espormeiickoro
coobmecrsa, dnonun u Kopee (cMm. 0630p B [2]).

BoabmuHCTBO GJI0KOBBIX MIM(POB MOTYT OBITH OMUCAHBI KAK (DYHKIIUS, OMPEIEIeHHAS
Ha, MHOXKECTBE BCEX JBOMYHBIX CJIOB JIMHBI (I + k) ¥ IpUHUMArOIAs 3HAUEHUS] B MHOYKe-
CTBE JBOMYHBIX CJIOB JUIMHBI [, e | — ayiuHa mudpyemoro cioBa (uim 6J10Ka) U JjiuHa
3anPOBAHHOIO CJIOBA, a k — ayiuHa (CEKPETHOro) KJI04Ya. B coBpeMeHHbIX mudpax
g, 6s10ka 06braHo 128 mym 64 Gura, a IWHA KJIHOYa y Pa3HbIX mudpPOB (M Pa3HBIX
PEXKUMOB HCIIOIB30BAHUS OFHOTO mu(pa) MPUHUMAET 3HAYEHUS OT HECKOJBKUX JECST-
KOB JI0 HECKOJIbKUX Thicsd O6ut. Hampumep, y mmdpa AES, nobeaurenss mpoBoaumoro
B 1999-2001 rr. 8 CIITA komkypca Ha 6J0KOBBIM dp 21-10 Beka, AnuHa 0JI0Ka | paB-
Ha 128 6ur, a JyIMHA KJIFOYa, MOXKET MPUHUMATH Tpu 3HadeHus — 128, 196 u 256 Out.
VY nonynsipubrx mudpos RC5 u RC6, npemoxkenubix PusecroMm, anuna 610K MOXKeET
ObITh 32, 64 wim 128 Gur, a QyMHA KJII0Ya B PA3HBIX BAPUAHTAX IIPUHUMAET 3HAUEHUS

1 PaGora BEIIO/IHEHa mpH (DHHAHCOBOM moagep:kke Poccuitckoro dbomga DyHIAMEHTAIBHEIX HCCIEH0-
BaHmit (HoMmep mpoekTa 03-01-00495), INTAS (Grant 00-738) u Royal Society, UK (Grant 15995).
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oT 64 10 HeckoabKuX Thicad 6ut. Crour orMmeruTsh, yro RC5 1 RC6 umeror oyeHs mpo-
CTO€ OMUCAHUE U, IO-BUJUMOMY, IIOITOMY B IIOCJIETHUE MOJIbI SIBJISIIOTCS OJIHUME U3 CAMBIX
oMLY IsIPHBIX 00bEeKTOB Kpunroanam3a. Kparkoe onucanue mudpa RC5 gano B IIpuno-
FKEHUN.

B paborax [1, 5-7] onucaubr pesysabrarel Kpunroanamm3a mudpos RC5 u RC6 u me-
JIaeTCs BBIBOZ, 00 WX BBICOKOM YCTOWYMBOCTH KO BCEM OMUCAHHBIM B JINTEPATYPE ATAKAM.

Iponecc mudposanms BO MHOTHX (€CJIM HE BO BCEX) COBPEMEHHBIX OJIOKOBBIX mud-
pax pa3buBaeTcs Ha TOCIEI0BATEIHHOCTh CPABHUTEIHLHO MPOCTHIX ITANOB, YACTO HA3bI-
BaeMbIX payHJaMu. B xoe KaxkJoro HOBOTO payHa MPOBOAUTCS IMK(POBAHNE JTAHHBIX,
[TOJIyIEHHBIX Ha MPEJBIAYINEeM 3Talle C TaK Ha3bIBAEMbIM KJIIOYOM payHia. Bce stu aTa-
bt ormedenbl B mudpe RCH. (3mech HEoOXOmUMO cuenaTh OJHO TEPMHUHOJOIHYECKOE
3aMedanue: 0 Tpaauuuu npu onucanuu RCH ucnosb3yor TepMuHd “mosnypayHn’, a aBa
noTypayHna obbemuHoTCsa B payHy 3, 7]. ITlosToMy npu onucanuyn npepiaraeMoil aTaku
OyzeM TOBOPWUTH O payHIax, a MpHu aHaju3e ee nmpuMennmoctn K RCH — o momypaysiax,
HAJIEesICh, YTO ITO HE MPUBEIET K [Ty TAHUIIE. )

B RC5, RC6 u MmHOrMX Apyrux Imumdpax KOJIMYeCTBO PAYH/IOB SIBISETCS TapaMeTpoM,
¥ 9aCTO KPUNTOAHAJIUTUKY UCCIAEAYIOT “CTOMKOCTE’ mudpoB KakK (DYHKIUIO YUCIA, Pa-
yamoB. OHa U3 1eseii TAKOro aHa N33 — HAXOXKJIEHNE YNC/IA PAYHIOB, TAPAHTUPYIOIUX
BBICOKYIO HaJI€?KHOCTD Indpa.

IIpu nemmdpoBannn HaxkTUIECKH TOBTOPSIOTCS B O0PATHOM IOPSIIKE TE YK€ CAMBIE
PayHBL C TEMHU K€ KJII0YaMu PayHJ0B; B Kadecrse npumepa B IIpuiiokeHun npuBeseHo
onucanwue nermmudposanus mis mmdpa RCH.

Takum obpasom, cxemarndao npouecc mbposanus gis RC5, RC6 u muOrux npy-
rux mudpPOB MOXKHO MPEJCTABUTL KAK IEMOYKY “3JIEMEHTAPHBIX ITAIOB (UJIN PAYHIIOB)
mudpoBaHust

x1 = Encry(zo, k1), 22 = Encra(z1,k2),..., @, = Encrp (2,1, k), (1)

rae Ty — UCXOHOe [-OMTOBOE CJI0BO, KOTOpOoe Heobxommmo 3armudpoBars, Encr; — ome-
parus (byukius) mmdpoBaHus HA i-M dTane, k; — KJI04, UCIOJb3YeMblil Ha i-M JTale,
2; — [-6UTOBOE CJIOBO, SIBJISIOIIEECS “BbIX0OIOM” i-10 3Tana u “Bxomom” (i+1)-ro, u HakoHer,
T, — pe3yabrar mudPOBAHUS.

B nauHO# cTaThe MBI ONMKUCHIBAEM HOBYIO aTaky Ha, OJOKOBbIE Mu@PhI JAHHOTO THUIIA,
Ha3BaHY O IPAJUEHTHON CTATUCTUIECKOM, U B KAYECTBE IIPUMEPA UCCIIELYEM BO3MOXKHOCTD
ee npumenenus s kpunroanaim3a mudpa RCH. [IpuBenenube 3KCIepuMEHTAIBHBIE
JAaHHBIE TTO3BOJIAIOT COEJIaTh BBIBOJ O TOM, YTO 3Ta aTaKa MOXKET 6I)ITI) HpI/IMeHeHa " 49TO
JIJIsT HEKOTOPBIX DPEKUMOB 3TOTrO IMU(MPa ee TPYJOEMKOCTh MOXKET ObITh CYIIECTBEHHO
MEHBIIE, YeM y PSIMOTO repebopa. 31eCh CTOUT OTMETUTD, YTO XOTs MpeJjiaraeMasi HaMu
aTaka paHee He OIUCHIBAJIACH U SBJISETCS HOBOM, MCCJICIOBAHNE CTATUCTUYECKUX CBONCTB
6710KO0BBIX MIM(DPOB B KPUITOAHATIU3E UCIOIb30BATIOCH (cM. [6, 7]).

Onucanue mpejiaraeMoil aTaku JaHO B §2, a B §3 uccjeayercs BO3MOXKHOCTH ee
npumenenus K mudpy RC5.

§ 2. Ommcanne cTaTMCTHIECKOM aTaku

OnucehiBaeMbIli HAMU METOJ, OTHOCUTCS K KJIACCY aTaK C BbIOUPAEMBIM Mu(PyeMbIM
rekcroM (chosen plaintext attack) (em. [1, 3, 5]). Ilpu peanmsanum 9Toif arakyu KpUIro-
AHAJIMTUK MOXKET IIOJABATH HA BXO. mudpa J000M TEKCT U AHAIU3UPOBATDH II0JIy YEHHOE
samudposannoe coobmenue. Ilens ataku — HAXOXKIEHUE (CEKPETHOr0) KJIH0Ya, IPUYeM
IIPU 3TOM MPEAIO0JaraeTcsi, YTO0 KPUINTOAHAJIUTHK 3HAET BCE XapaKTEPUCTUKH Mmudpa,
KPOME 3TOr0 KJI04a. Takue aTaky MPeCTaBISIOT MPAKTUIECKUN UHTEPEC, U CIUTACTCS,
9TO COBpEMeHHbIe GJIOKOBbIE MH(bPHI JOIKHBL OBITh CTOWKK K HUM [1, 3.
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Mbe1 paccmarpuBaeM mudpbl, B KOTOPBIX KOAUpyeMoe 6utosoe (qBoudHoe) coobiienue
sBjsieTcs Oji0koM JyinHbl [, [ > 1, u mmdpyercs ¢ moMompio Kj4a K, sBasomerocs
cnoBoM u3 | K| cayqaitno seibpannbix 6ur. (3xecs u Huxe |u| — anuHa U, €Cam U — CI0BO,
U MOITIHOCTD U, €CJIU U — MHOXKECTBO. )

Y 60JBIIUHCTBA COBPEMEHHbBIX MKU(pPOB CYIIECTBYET JTAIl MWHULUAIU3AIUN, B XO/E
KOTOPOTO HadalbHBIA Kaod K mpeobpal3yercss B TaK HAa3bIBAEMbIE KJIIOYM PAyHIOB ki,
ko, ..., k,, KOTOpbIe UCTIOIH3YIOTCS MTOCIEIOBATEIHHO /JIs1 MHU(POBAHNS HA PA3HBIX ITa-
nax (cM. (1)). B pasubix mumdpax 3Ta mpoieaypa OCyIIeCTBIISIETC M0-PA3HOMY, IPUIEM
9TO 3aBUCUT HE TOJIBKO OT IudpPa, HO M OT 3HAYEHUi IjuH OJI0Ka, [, KI049a k U 9uc-
JIa PAyHJOB T, KOTOPBIE JJIsi MHOruX mudpoB sBISIOTCH napamerpamu. Hanpuwmep, s
mudpa RC5 quuna 6710k MokeT npuHUMATH 3HadeHust 32, 64 win 128 Gur, KOJIMIeCTBO
PayHIOB MOXKeET OBIThH JIIOOBIM IEJBIM YHCJIOM, a JJINHA KJI0Ya JOJKHA OBITh KpaTHA 8
¥ MOXKET IPUHUMATH JII000e 3HaueHne, HaunHas ¢ 8 6ut. OTMmeTnM, 4To 3Ha4UeHus | = 64,
r =12, k = 128 pekomeHI0BaHBI PA3pabOTIYNKAMU U MHUPOKO UCCJIETIOBAHBI. JacTO pac-
CMATPUBAIOTCSI U CXEMBbI, B KOTOPBIX JUIMHA Kifoua K paBHA CyMMapHO# [InHe KJI0Yei

T
payuznos (|K| = 221 |ki])-
i=

JemudpoBanue TPOBOIUTCS 1O cxeMe, 00paTHoit K mudposanuio (1):
zyp_1 = Decrp(zp, ky), @p_o = Decr,_1(xp_1,kr_1), ..., To = Decry(z1,k1), (2)

r7ie UCTIOJIB3YIOTCS T YK€ KJII0UM PAyHJIOB, a ornepaiuu Decr; 0OpaTHBI 3TarnaM KOIUPO-
Bauus Encr;.

OueHnM TPYI0EMKOCTh aTaKW MOJHOrO mepebopa. lJisi ee mpoBemeHUs TOCTATOYHO
UMeTh ONHO 3amupPOBaHHOE COOOIIEHNE (IBOMYHOE CJIOBO), JJIMHA KOTOPOrO HE MEHb-
1€ JJIMHBI KJI09a. 3aTeM He0OXOAMMO MBITATHC AemudpPOBAThH 3TO 3au@POBAHHOE CO-
of1ieHne, OC/IeI0BATE/IbHO epedbupasi BCe BO3MOXKHbBIE KJIIOYH B KAKOM-JIUOO0 MOPSIIKe
Y CPABHUBAs IOJIyY€HHbBIN PE3YJIBTAT C MCXOAHBIM He3amu@pPOBAHHBIM TEKCTOM; COBIIA-
JIEHVE O3HAYAET, YTO HEM3BECTHBIM KJIFOY HaiigeH. OOBIYHO MPEANoaragTcsi, 9YTO KIH0d
OpUHUMAET JII060e 3HAYEHNE U3 MHOXKECTBA, BCEX JIBOMYHBIX CJIOB IuHbI | K | ¢ BeposTHOC-

- K] 21X 41
5

THIO 2 , TOITOMY Cp€/IHee 3HAUEHUE YUCJIA, epedrpaeMbIX KJIIOYel PABHO

K coBpemeHHBIM OJIOKOBBIM MIMMDPAM TPETbIBISETCSI MHOTO PA3JIMIHBIX TPEOOBAHUI,
OJIHO M3 KOTOPBIX MOXKHO C(OPMYyIMPOBATH CJIAEAYIOIMM 00pa3oMm: Jiroboe 3armmudpoBaH-
HOEe COOOIIEHMEe TOJIKHO OBITh “MOXOXKe’ Ha peau3amuio OepHYJINEBCKOrO ITPOIECCa,
B KOTOPOM BEPOSTHOCTb MOPOXKIEHUS HyJIsl M eMuHUNL paBHa 1/2. (B nanpreiimem nys
KPATKOCTH OyIeM Ha3bIBATH TAaKWE MOCIEJOBATEILHOCTU CaydaiinbiMu.) B uwactHOCTH,
BCe mudpbl, IPUHUMABIINE YIaCTHE B KOHKypCe Ha mmdp 21-ro BeKa, TPOBOIUBIIEMCS
B CIITA B 1999-2001 rr., IPOBEPSUIUCEH HA BBIOJIHEHNE 9TOro ycsosus (cM. [8, 9]). Mbl He
Oy/eM OCTAHABIMBATHCS HA JIOTUIECKOM aHAJM3e ITOro TpeboBanust (KOTOPOE B HEKOTO-
POM CMBICJIE BOOOIIIE He BBITIOJTHAMO), 8 TPUBEIEM IPUMED, HOSICHAIOMMEA ero CMbIC. st
9TOr0 OIpeaeanM [-OUTOBOE CJI0BO (v; KAK ABOMYHYIO 3amuch uncaa i, 1 = 0,1,2,..., 201,
rme, Kak W padee, | — jymHa OJ0Ka paccMarpuBaeMoro mwudpa (T.e. g COCTOUT u3
[-6UTOBOI ETIOUKY ABOUYHBIX HyJiell, oy — u3 (I — 1) Hyseit u equanip, g —u3 (I —2) Hy-
Jieli, I0CjIe KOTOPBIX UJET MOCaeA0BaTebHOCTh 10 1 T.21.). OT coBpeMeHHOro 6J10K0BOro
mudpa Tpedyercsi, 9T00bI pu JIFOOOM 3HAYEHUHU KJIHOY, MOCIEI0BATEBHOCTD [-OUTOBBIX
CJIOB

Encr(ag)Encr(aq )Encr(as) ...,
paccMmaTpuBaeMasd KaK JIBONYHAA MMOCJIEA0BATE/IBHOCTD, 6bI.Ha CTaTUCTUYECKU HE OTJINYU-
Ma ot ciydaiiHoii. (3meck Encr(a;) o3navaer 3ammdpoBaHHOE CIOBO ;.) DTO TpeGoBa-

HUPe, B YaCTHOCTH, TO3BOJISIET HCIOIb30BATH OJIOKOBbIE MIM(PEI KAK [EHEPATOPHI IICEBIO-
ciygaitHbeix qncen (cM. [3-5]).
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TlepeiizemM K ONUCAHUIO TTPEJTATAEMOl CTATUCTUYECKON aTaku Ha OJIOKOBBIE MUMPHI,
Yy KOTOPBIX KOJIUPOBAHUE U JIEKOJAUPOBAHUE PA30MBACTCS HA, MOCJIEIOBATEIBHOCTh PayH-
108 (1) u (2), HauaB ¢ o9eHb HEGDOPMATLHOTO NPEIBAPUTENLHOTO paccMoTperus. Ilpu
9TOM MBI OyI€M UCIOJIB30BATH COBEPIIIEHHO HE CTPOT¥e TePMUHBI — “Dosiee” u “menee” ciy-
YaliHbIe MOCJIEIOBATEILHOCTH, TIOHUMAS TIOJ, 9TUM, YTO HEKOTOPAsl MOCJIEI0BATETHHOCTD
Oosiee caydaiina, 4eM Ipyrasi, €CJii OTKJIOHEHUsI OT CJIyYadHOCTH y TEPBOM JOCTOBEPHO
BBISIBJISIIOTCs TIpU O6binedi myune, dem y Bropoii. (IIpu srom mpenmosiaraercsi, 4ro uc-
[OJIb3YeTCsl HEKOTOPBIM CTATUCTUYECKUN TECT IIPU OJHOM U TOM K€ YPOBHE 3HAYUMOCTH.
Ipyroe “oupenenenne”’ 60see CLydaiHON OC/IEI0BATEILHOCTY — BEJIUIUHA CTATUCTUKN
KPUTEpUs JJIsl ITOM TOCIe0BATEILHOCTH MEHbIIE, YeM JJIsi MeHee caydaitnoii.) Ipemamno-
JIOKUM, 9TO Ha, BXOJ MHUEQPA, KUY KOTOPOTO HEU3BECTEH, TOJAIOTCS TOC/IEI0BATEIHLHO
CJI0Ba, (rgr1 g . . . QUEBMIHO, 9TA MOCIEIOBATEIBHOCTE “OYeHb’ He ciaydaiina. [Tocseno-
BATEJILHOCTD

Encry (o, k1)Encry (aq, k1 )Encry (cg, k1) . .

oCJie TEPBOr0 PayHIa IMudPOBaHUS, KOTOPYI MbI 0003HauuMm uepe3 ol ..., ‘Domee”’
CaydaiiHa, YeM MCXOJHAST; IOJIyIaeMasl IIOCJe BTOPOrO PAyHIa, MOCJIEI0BATENbHOCTD

EIlCI‘Q (60, kQ)EnCI'Q (ﬁl, ]{iQ)EIlCI‘Q (ﬁg, kg) "o

eme Gosiee caydaiina m T.a. Hakower, nosydeHHast mociae mocaegHero payHad mocaeno-
BATEJIBHOCTh WoWiws . . . DOJIEe CaydaiiHa, YeM MPeabIayIasi. ITO HepOpMAIbHOE yTBEp-
XKJIEHUE TTOITBEPIKIACTCS IKCIEPUMEHTAIBHO B MPUBEIEHHBIX HUXKE JAHHBIX JJIs U~
pa RC5 u B MHOrouncnienssix paborax (cM., Hampumep, [6-9]) mpakTudecku st Bcex
M3BECTHBIX MM(PPOB PACCMATPUBAEMOrO TUMA; 00bsiCHEHNE 3TOro (hakTa JOBOJILHO OUYe-
BUIHO — MM(PPOBAHKUE HA KAXKIOM PAyH/IE NPUBOIUT K “IIEPEMEINTUBAHUIO” U TEM CAMBIM
HOBBIIIAET “Ciry4aiiHocTh” mudpyeMbix JaHHbIX. OTMETUM 1 O4eBUIHOE CAEACTBUE — IIPU
nemnpOBAHUY TIOCJIEIOBATEIHLHOCTH WoW1Ws - . - IO cxeMe (2) CIy9aiiHOCTh MOy YaeMbIX
JIAHHBIX TTOCJIEIOBATEIHHO YMEHbBINAETCsI. ITO, KOHEUHO, CIIPABEJINBO TOJIBKO B TOM CJIy-
4ae, KOrga Opu AemudpPOBAHUN UCIOIB3YIOTCS “UCTUHHBIE” KJIIOYN payHAoB. Ecau xe
upu “memedpoBanun’, CKaxKeM, Ha, IEPBOM payHie x,_1 = Decr,.(z,, k) (coorBeTcTByI0-
meM nocsienaemy payuay npu mudposaruu (cm. (1), (2))) BmMecTo nctuHHOTO KiT0Ua k.
HCIOJIb3YeTCs KAKOe-I100 JPyroe CIOBO k. TOM ke AyuHbL, TO 3¢ deKT mpeodpa3oBaHisa
Decr,(z,, k) Oyaer Takum e, Kak Mpu MAGMPOBAHUA — BBIXOAHAS MOCJIEIOBATEILHOCTD
Oyzer OoJiee CITy9JaiHON, YeM BXOJHAsI. JTO BAXKHOE JIJIsT HAC HADIIOJEHNE B ODINeM BUJIE
COCTOUT B CJIEAYIOIIEM: TIpY AeMudPOBAHNT HA j-M PAYHJE IPHU UCIOJb30BAHU “HEMpa-
BHJIBHOTO” K04, k7 (BMecTo “npaBunbHOro” Kimo04a k;) CIy4ailHOCTh BBIXOLHOMN IIOCIIe-
JIOBATEJIbHOCTH BO3PACTALT, TOL/A KAK [P UCIOIb30BAHKUY “IIPABUILHOIO” k; — yObIBaeT.

Ha srom Habmonennu u 6a3upyercs npejjaraeMasi araka, KOTopast Terepb CXxeMaTud-
HO MOKeT ObITH ONKCAHA CJIELYIOIUM 00Pa30OM.

1. ®opmyaupoBka 3agaun. lax mudp, ajisi KOTOpOro mudpoBanue u AemudpPoBaAHAE
nposogsTes no cxemam (1), (2) coorsercrsenno. Ilpeanonaraercs, 9To BCe NAPAMETPHI
mudpa, kpome kiroua K, uzsectHsol. [leas amaku — HaAfiTH HEN3BECTHBIE KIIOYM PAYH/IOB
k1, ka2, ..., k., TI€, KQK U paHee, 1 — YUCJIO PAYHAOB (UTO SKBUBAJEHTHO HAXOXKIEHUIO K,
TaK KaK JAaeT BO3MOXKHOCTH IemupoBaTh Ji000e COODIIeHune, 3amm@pOBaHHOE ¢ ITUM
KJIFOUOM).

2. OmmcaAue cxeMbl AITOPUTMA. [IpU MPOBENIEHUN OMUCHLIBAEMON ATAKU CHAYAJIA HA,
BXO/ mudpa nomaeTcs “npocrast’ MOCIe[0BATEIBHOCTD U3 M. [-OUTOBBIX CJIOB (HAIpUMED,
BBIILIEONUCAHHAS (91 (V3 . . . iy, ), THE M, — mapaMerp MeTona. O6G03HAUUM 110y 9EHHY IO
HA BBIXOJe 3an(bPOBAHHYIO [TOCIEI0BATETBHOCTD 9€PE3 WowiWw2 - - . W, . LIpeamomaraer-
Csl, YTO UCIOJIb3YETCsl HEKOTOPAsS KOJIMYECTBEHHASI MEPA CJLy4aiiHOCTH, KOTOPYIO 0003HA-
gnm gepes y(w), rae w — gonuHoe cioso. (Hanpumep, B qasbHeilieM B KauecTBe TAKOH
MephI OyIeT UCTIOIB30BATHCS CTATUCTUKA, TPUMEHsIeMast B IIUPOKO U3BECTHOM KPUTEPUM
TMupcona x2.)
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TToce 3TOro MoOOYEpenHo IJis BCEX BO3MOXKHBIX 3HAYEHHII KJIIOYa r-ro payHza k.
BBIUUCJISIEM [IOC/IEA0BATENBLHOCTD 1 (1), OnpenesisieMyo Kak

I, (u) = Decr, (wp, u)Decr, (wy, u)Decr, (w2, u) . . . Decr,. (wp,., ), 3)

re u € {0,1}*] u onenuraem “crenens” ee cyuaiitnocTy. 3aTeM HAXOMIUM TaKoe 3HAYE-
HEe u*, AJIs KOTOPOro cirydaitnocrs nocrenoBarensaocts Iy (u*) (v(Ty(u*))) MuruMans-
na cpeau seex snauennit y(I(u)),u € {0, 1} u nonaraem, uro (memssecrHbrit) Kit0ou
r-TO payHaa paseH u*: k, = u*. OT™MeTuM cpaldy, YTO KOJIMYECTBO OMepaIuil aermdpo-
BaHUS HA 3TOM 3Talle TPONOPIUOHAIBHO 2|krlmr.

3arem MOBTOpSIEM AHAJIOMYHBIE BBIYMCJICHUSI [l MOMCKA Kio4a (1 — 1)-ro paysga
ky_1, NCTIOTIB3YsI B KAYECTBE UCXOAHOM nociaenoBarenbHocTs Iy (k) (= T (u*)) (em. (3)).
TouHee, BBIYUCIISEM [TOCJIEIOBATEIEHOCTE

I'—1(u) = Decr,—1 (Decr,(wp, k), u)Decr,_1 (Decr,. (w1, kr ), u) .. ., (4)

rze tenepsb u € {0, 1}““*1‘, ¥ OIEHWBAEM CJIy4aiiHOCTh 3TOH MOC/IEI0BATETHHOCTH. MbI
CYUTAEM, YTO KOJUYECTBO [-OMTOBBIX CJIOB B 9TOM MOCJIEI0BATEJBHOCTH, KOTOPOE MbI
0003HaYUM HYEPEe3 My _1, HE MPEBOCXOAUT M, (B IPOTUBHOM CJIy4ae MOXKHO BBIYUC/IATH
HEJIOCTAIONe CJI0BA, XOTH, KAK OyIeT BUIHO U3 IOC/IeAYIOIUX JAHHBIX, JJIMHA, IIOCJIe-
noBaressHOCTH 11 (u) (T.e. my_1) Oyner oObI4HO MeHbIe fyuHbL ') (u) (T.e. m,), Tak
KaK [epBas [OCJIEI0BATEILHOCTD “MeHee” ciydaiina, dem Bropas). CioBo u**, MuHu-
MU3UPYIOLIEE CILy4alHOCTh mocsienoBareabHocTd 1 (u), u Oymer 3HaYeHMEM KIIHOYA
(r — 1)-ro paynza. Ha srom srane xosmuecrso onepauumit jJemmn@poBaHusi IPOIIOPLIO-
HAJLHO 2|kr—1|m,ﬂ_1.

TToBTOPSISt ONMCAHHBIE BHIYUCIICHUS TTIOCJIEI0BATEILHO, Mbl HANIEM 3HAUEHUST KJIFOUei
payHmoB kp_1,kq—2,kr—3,..., k1. CymMmMapHOE KOMMYECTBO OMEPAIMii MPU HAXONKJIECHUU

”
BCEX KJIIOYell PAyHIOB MPOMOPIMOHAIBHO » 2lkilm;; B THmIYHOM ciydae, KOrja JIiu-

i=

HBI KJIIO4Uell payHnoB passbl (|k;| = |k|), kosmdecTBO omeparii NPOIOPIMOHATIBHO Be-

JIYHHE T Mupax 2/, Torma kax s npsmoro mepe6opa — 2151 (noe mumax = max m
i=1,.

LT
u K — (06muit) kmou mudpa). ra pasHUNA B MOKA3ATENSAX CTEIICHH W OLNPEAEseT 00-
JIACTH MPEMEHIMOCTH [PEIJIAraeMOil aTAKI: €CIIH T Mmax MeHbie 2151~15 1o kommuecTso
onepanuil y npejjaaraeMoro MeTO/a MEHbBIIe, YeM y IIOJHOrO nepebopa, KIrrodei.

3. Momudukaym, napaMeTpbl M BapHaHThI OIMMCAHHOTO MeToAa. MbI OIKCAJIM OCHOB-
HYIO MJIEI0 METOAA B “aucroM”’ BHUE, 8 31€Ch OCTAHOBUMCSH HA, BO3MOXKHBIX BAPUAHTAX €r0
peanu3aIn.

Bo-uepBbix, Mepa ciydaitHocru 7(-) siBIsS€TCs APAMEeTPOM METOAA, [PUYEM MOXKHO
WCTIOIB30BATh HE TOJIHKO PA3JIMYHBbIE MEPhI JJIst PA3HbIX MubpPOB, HO U JJIs PA3HBIX Pa-
yuaoB. Kak ykazano BblIiie, 11000 CTATUCTUYECKUH TECT, KOTOPBIM HIPUMEHUM JJIsI TIPO-
BEPKM OCHOBHOIT runoTe3sl [y 0 TOM, YTO JBOMYHAA MOCJIEJOBATETHFHOCTD IOPOXKIAETCS
GepHYJIJINEBCKUM MUCTOYHUKOM C PABHBIMM BEPOSITHOCTSIMU TSI HYJISI ¥ € IUHUIIBI, IIPDOTUB
aJIbTepHATUBHON runore3bl H, siBistomeiics orpunianueM H, MoxkeT ObITh UCIIO/IH30BaH
st oroit nesn. IIpu arom y(-) MoxkeT ObITh PABHA BEJIUYMHE CTATUCTUKY KPUTEPHSI.

Bo-BTOpBIX, B OT/IM4ME OT OIMMCAHHOTO BHIIIE BAPUAHTA IIPY [TOUCKE KJTI0Ya, j-T'0 PAYHIA
MOXKHO BBIOMPATDH HE OJIMH “UCTUHHBIH K04, & HECKOJIBKO (HAIPUMED, S) “NOJ03PUTEH-
HBLIX” 3HAUEHMIT U, T.€. S TAKUX CJIOB, Y KOTOPBIX Mepa ciay4aiinoctn (I (u)) MurnmMansHa
(cpemm u € {0,1}/%i1). Kpome Toro, mpu mowmcke mpoCcThIX MOCTEI0BATEIHHOCTE!H 1 KITIOTeit
PAyHIOB €CTECTBEHHO MCIOJIb30BATH MMOC/IEI0BATEIBHBIE METO/IbI, AHAJIOTUIHBIE TTOCJIE 0~
BATE/IbHBIM KPUTEPUSIM B MATEMATAYECKON CTATUCTUKE.

B-Tperpux, HavanbHAA “OYeHb HecaydaliHad  IOCIEIOBATEIBHOCTD QOO ... Q.
MOXKET BBIOMPATHCs pa3iudHabiM 00paszom. Hampumep, Kaxkercsi pa3yMHBIM BBIOUPATH ITO-
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CJIe/TOBATEILHOCTD, B KOTOPO# COCETHIE CJIOBA (vj, (i1 HE TOJBKO COJAEPIKAT MHOTO OZ¥-
HAKOBBIX CUMBOJIOB, HO M OTJIAYAI0TCsI TOJILKO OJHUM 3HAKOM (TaKasl IIOC/I€I0BATEIbHOCTD
MOXKeT OBITH MOCTPOEHA HA OCHOBE KOJOB I'pest (cM. mx ommcanue, Hanpumep, B [10])). Ha-
KOHEII, YaCTh JBOUYIHBIX CUMBOJIOB B CJIOBAX MOCJIEAOBATEILHOCTH (0O (X2 - . . Cly,, MOIKET
BBIOMPATHCS CIIyUYaifHO, & OCTABIIMECS MOJIAra0TCs PABHBIMU HYIO (Kak B [6, 7]) u T.x.

Tlocnenuss mogudukanys CBsi3aHa ¢ TeéM (PAKTOM, YTO Y MHOTUX COBPEMEHHBIX U]~
POB mpu OOJILIIIOM YHCJIE PAYHIOB Jake “OYeHb’ HE CJIydaifHasi MOCJIeI0BATEIBHOCTD
nocsie mudpPOBaHusl CTATUCTUYECKH HE OTJMYMMA OT CJYdYailHON (IpU HCHOJb30BAHUU
U3BECTHBIX CTATUCTUYECKUX TECTOB W [P MIPUEMJIEMOM BpeMeHu Bbruucienuii). [lycrs,
HaIpuMep, mudp UCIOAb3YeT I PAYHIOB U [JIsi HEKOTOPOH “npocToil’ HaYaIbHOU OCIe-
nosatemprocTu o’ = adaday ... ol nocnenosarensrocTH

o' = Encry(af, k1)Encry (a2, k1)Encry (a3, k1) . .. Encry (a2, k1),
o? = Encry(ag, ko)Encra(al, k2)Encra(ad, ks) . .. Encra(al,, ko),

ad = Encrg(ad™ kg)Encrg(ad™ kg)Encrg(ad kg) ... Encrg(ad; !, k)

HE CJOyYaiiHbl Ipy BCEX KJIOYaxX payHaoB ki,...,kq,d < r. Torma omucaHHas BBIIIE
aTaKa MOKeT ObITb MOAM(MHUIMPOBAHA CJIEAYyIIUM OOPa30M: i KazKI0ro Habopa KJIko-
aeit kgy1,...,kr payaaoB d + 1,...,7 TIOBTOpsIEM OIMHCAHHYIO BBIIIE MPOIEAYPY HAXOXK-
JIeHUsI HEM3BECTHbIX KJio4ed ki,...,kg payHmoB 1,...,d. Jpyrumu cjoBamu, KJIIOUH
kg+1,-- ., k, HAXOMUM TOSHBIM TIEPEOOPOM, & k1, ..., ks — MO OMUCAHHOMY BBIIIE METOY.
st npoBeieHust TaKOM KOMOMHMPOBAHHOM aTaKu MOTPEOYETCS KOJUIECTBO OMEPAIIHiA

” v d

k,
m 21:2:1:“' | ZQ\’%\ ;

Jj=1

9TO MPU HEKOTOPBIX COOTHOIIEHUSAX MAPAMETPOB MOXKET ObITH MEHBIIEe, YeM KOJIUIECTBO
omneparmii, HeOOXOIMMOE MPY MPSIMOM 1epedope BCEX KJII0Yeil.

8§ 3. 9kcnepumenTsi ¢ mmdpom RCH

Mpbr HaYHEM OmMUCAHWE C YKCIEPUMEHTAJBHOIO AHAJN3a ‘CTeNeHU CIydaifiHOCTH 3a-
mu@POBAHHBIX COODIIEHUH B 3aBUCUMOCTHA OT YUC/IA PAYHJOB, TOYHEE, IOJIyDPAYHIIOB,
KAaK yHOMHHAJI0CH Bbie. (Vcnonbp3yem BbIpazkeHus Tuna “3,5” payHa BMECTO, CKaXKeM,
7-i1 monypayuna. K coxaseHuio, 3Ta TEpMUHOJIOTHS SIBIISIETCs 00IenpuHsToi B paboTax,
kacatomuxcst RC5, RC6 u psaga apyrux mmdgpos.)

I[lepBHIit BOMPOC, KOTOPHIH MbI MCCAEI0BATH IKCITEPUMEHTATBHO?, KACAJICS BO3MOK-
HOCTH Pa3/inyeHus 3amudpoBaHHbIX ¢ moMoibio RCH “mpocThix”’, SBHO HE CIIy4YailHbIX,
[OCJ/IEI0BATEILHOCTE pU Pa3HOM uucie (mosy)payHiaoB. Jljisi 3TOro Mbl UCIOIB30-
BaJIM B KA4eCTBE MCXOJHOHN “HecydaiiHOI’ BBIIIEYIIOMSIHYTYIO IIOCJIE€I0BATEILHOCTD O,
t=20,1,..., rge o; — 3aIKUCh YUCIIA ¢ B JBOUIHOIN CUCTEME CHUCIICHUSI, [10J] KOTOPYIO OTBO-
nurcst 64 6ura. (Hanomuum, uro mber paccmarpusaem RC5 ¢ gyunoii mmudpyemoro 6510ka
64 Oura.) Bo BCeX ciydasix 3Ta MOCIEIOBATEIBHOCTDH 3alU(pPOBLIBAIACH C MOMOIILIO
yKa3aHHOro mudpa ¢ 33JaHHbIM KOJXIECTBOM [TOJIYPAYH/IOB, U IO MOJIyYeHHOU TOCIe0-
BaTEJIBHOCTU IPOBEpsIach rutore3a Hy 0 TOM, 9TO JBOWYHAS IOCJEI0BATEILHOCTD IO~
pokaeTcst 6EpHYIIMEBCKUM MCTOYHUKOM C PABHBIMM BEPOSITHOCTSIMU HYJISI M € IUHUIIBI,
MPOTHUB AJIBTEPHATUBHON TUNOTE3RI H1, sBistommeiics orpunanvem Hy. B manbreiimem,
4T00BI M36eraTh MOBTOPOB, Oy/IeM HA3bIBATH 3TY 33734y ‘THIOTE30i O CaydaiHoCTH .

HOHHTHO, 9TO BI)I60p CTATUCTUYIECKOr O TeCTa IJid MPOBEPKU T'MIIOTE3 UTPACT BAXKHYIO
PoOJIb B OIINCHIBAEMOM aTaKe, IIO3TOMY MBI KPATKO OCTaHOBUMCA Ha 9TOM BOIIpOCE. B na-

2 BLIYMC/IGHHS TPOBOJMIIUCH HA CYNEPKOMIBbIOTEpaX WHCTUTYTa BBIYHCIUTENBbHBIX TexHoyoruit CO
PAH u HoBocuOGHPCKOTO rocyJapCTBEHHOTO YHUBEPCUTETA.
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Tabauya 1
Yucsio nocnenosaremprocTeit (13 100), 1151 KOTOPBIX TEIIOTE3A
0 C/ry49affHOCTH OBbLIa OTBEPTHYTA

Payunpr 1 1,5 2 2,5 3
Howmep kiroua t 218 218 218 220 220
1 100 63 64 51 52
2 100 100 100 74 70
3 100 61 61 17 17
4 100 81 78 62 64
5 100 100 100 65 6
6 100 85 86 12 9
7 100 100 100 11 8
8 100 98 99 99 99
9 100 80 79 14 14
10 100 100 100 7 5

CTOSIIIIEe BPEMsi MIMEETCs JIOBOJILHO MHOTO PA0OT, MOCBSIIEHHBIX IIOCTPOEHUIO U UCCIIEI0-
BAHMIO TECTOB JJIs1 IPOBEPKHU TUITOTE3BI O CIYIARHOCTH, 9TO, IO-BUAUMOMY, O0bSICHSIETCS
BAXKHOCTBIO ITOM 331a4u JJIsi KPUNTOrpadhuu, YUCIEHHBIX METO/IOB U JIPYTUX MHOTMOYKC-
siernbrx npuioxkennit. Tak, Uucturyr crargapros u rexnonornit CIIIA (NIST) nenasro
MIPOBEJT UCCIIEIOBAHNE M3BECTHBIX TECTOB JJisi IIPOBEPKY THIIOTE3BI O CIYIANHOCTH U pe-
KOMEHJIOBaJI 16 MeTOOB JjIsi TIPAKTUYECKOrO IpHMeHeHusi B Kpunrorpadun (cm. [11]).
B [12] mokazano, uto onucansbie B [13, 14] recter nmpeBocxoasT Meroast u3 [11], yro moa-
TBEP2KJAJIOCH W HAINMH IIPEIBAPUTENbHbIME pacdeTamu, cBsizaHubiMu ¢ RCH. ITlosromy
MBI WCIOJIL30BAJA JJTs AHAJIM3A TeCThl “cronka kuur’ u “amantusmbii Y27 w3 [13, 14]
coorBercTBeHHO. OKA3aJ10Ch, 9YTO MOIIHOCTH TECTA “CTONKA KHUL' B CPEJHEM BbIIIE, YeM
Y aJanTUBHOTO TECTa X2, HO CKOPOCTh BBIYHCIIEHHH Y MOCIEHEr0 3HAYATETHHO BHIIIE U
oH 6oJiee yI00€H JJIsT PeaJIU3alii Ha MHOTOIIPOIIECCOPHOM KoMIbroTepe. Iloatomy mpen-
moYTeHre OBLIO OTIAHO ITOMY TECTY, M BCE MPUBOAWMBIE HUKE JAHHBIE TIOJIYYEHBI JIJIsi
HEro.

B Tabs. 1 mpuBeieHbI TAHHBIE IO TPOBEPKE TUIIOTE3BI O CIYYANHOCTH IPU UCIOIB30-
BAHWH aJanTUBHOrO Kputepus x> misg RCH ¢ pasHBIM KOJMYECTBOM PayHOB. Bce BbI-
4qucjieHusi TPOBOAMIIUCE Jyist 10 ciydaitno BeIOpAHHBIX KJIOYeil u noBropsianch 100 pas
npu mudposanuu caeayiomux 100 nocae10BaTeIbHOCTEH CJIOB JUIMHBI ¢

QoQy .. Op—1, O] - e Q2p 1, ...y (X99r Q9941 - - - X100t —1 5 (5)

rae t — JJIMHA OJHOMN IOAIIOC/IE0BATEILHOCTA. B Tabinie NMpUBEIEHO YHCJIO CIydaes,
KOrJ[a TUIOTE33 O CAydaiiHOCTH OTBeprajach mpu yposae 3uHauumoctu 0,0001. Hampu-
Mep, Mbl BUAMM K3 Ta0OJIUIbI, YTO TUIIOTE3a O Ciaydaiinocru Gbuia orBeprayta 100 pas
(u3 100) 1pu UCHONB30BAHMY IEPBOrO (CJIy4aiiHO BHIOPAHHOrO) KJIIOYA M IIPU JJIMHE II0-
cneposarersroctn t = 2% ciop. Takum 06pa3oM, MBI BUIUM U3 3TOi TaGIMILI, 9TO
3amudPOBAHHBIE MTOCJIEIOBATETLHOCTH SIBHO HE CIIyYaiHBbI, TAK KAaK B MPOTUBHOM CJIy-
4ae B CPEIHEM THIIOTE3a OTBeprajiack Ol npubnumsuressao B 0,0001 - 100 = 0,1 cayuasx
u3 100.

st 60BIIEro YUCIa PAYHIOB MBI IPOBOIUJIN BBIYUC/IEHUS] C MEHBIIUM YUCIOM Ba-
pUaHTOB (M/IM MOBTOPHOCTEH), TaK KaK B TOM CJlydae TPeOYIOTCs MOC/IeI0BATENHHO-
cry GOJbIIeH JIMHBL U, COOTBETCTBEHHO, OOmbIee BpeMms Bbraucienuii. CHOBa mpose-
pstiachk runoresa o caydaitHocrtu Hy ajist Toit ke 3ammdpOBaHHOM 110C/IEI0BATEIBHOCTH
Q] ... Q¢_1 C PA3HBIME (CJIyYalHO BHIOPAHHBIMY) KJIIOUAMHI U PA3HBIM YHUCJIOM PAYHIIOB;
pe3yIbTaThI NpUBEAeHbI B Ta0 1. 2. Mbl BUuanM, 94T0 3amnumdpoBaHHAS TOC/IEI0BATEIBHOCTD
QpQq . ..0¢—1 JOBOJBHO HQJIEXKHO OTJIAYAELTCI OT CJIYYalHOI 10 BOCBMOIO PayHIA.

Kak ckazaHO npu ONMMCAHWM TECTAa, [JIABHOE IPENIoJIoXKeHne, 6€3 BBITOJHEHUS KOTO-
pOro JaHHAs ATaKa HEBO3MOXKHA, COCTOUT B CJIEAYIOIIEM: IPH JeiudpPOBaHUN HA, JI0O0M
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Tabauya 2
IIposepka rumoresst 0 cirydafHOCTH yIst GOJIBIIOrO YXC/IA PAYHIOB
upu yposHe 3Haunmoctu (0,01

p Jlaa YHucmo Hucso ciydaeB, A1 KOTOPBIX
ayHn t TEeCTOB TUIIoTE3a 0 C.TIy‘IafIHOCTPI OTBEPTrHYyTa
5 228 30 30
5,5 229 22 10
6 231 6 6
6,5 252 6 6
7 232 6 5
7,5 233 3 3
8 287 3 2
Tabaruya 3

Yuco “Hecaygaiiabix” nociaenosarensrocTeit (n3 100) mpu gemudpoBanuu
¢ ucTuHHELIM ¥ 10 cay9aliHBIMU K/II0YaMU IOJIyPAyHIOB

2,5 payHma Jmisa t omEoit mocrenosareasaocta (3 100) pasma 28
Kimou | UctuaHbIi 1 2 3 4 5 6 7 8 9 10
Cepus
1 54 9 10 10 15 13 13 8 10 | 19 12
2 69 34 | 34 |35 | 34| 36 | 33|34 |36 | 39 | 33
3 87 44 | 37 | 36 | 38 | 38 | 37 | 41 | 42 | 42 | 41
3 payHIa Jymna t ogaoit nocienosarensrocTu (13 100) pasua 216
Kmrou | UcruraHbit 1 2 3 4 5 6 7 8 9 10
Cepus
1 97 81 | 84 | 84 | 81 | 84 | 83 | 84 | 82 | 83 | &3
2 73 35 139 | 36 | 32| 36 | 32 | 33 | 40 | 39 | 42
3 94 0 1 2 0 1 1 0 4 0 1
3,5 paymma Iymna t onEoit moctenosarensuocty (13 100) pasna 217
Kimou | VcTuaabi 1 2 3 4 5 6 7 8 9 10
Cepust
1 100 28 16 | 23 9 15 | 26 18 | 17 | 22 22
2 48 9 10 9 11 10 8 9 10 | 10 11
3 65 20 | 21 | 18 | 20 | 19 | 20 | 19 | 19 | 18 17

payHze IPH KCIOJb30BAHUU “HEIPABUJIBHOrO” Ka0o4a k* (BMECTO “IpaBuUIbHOrO” KJIKO-
4a k) Cay4aifiHOCTh BBIXOJHON MOC/IEI0BATEILHOCTY BO3PACTAET, TOT/IA KAK TP UCIIOJIb-
30BaHUM “IPABWIHLHOTO” k — yObiBaeT. BoImosiHeHNE 3TOr0 IPeamoIoKe st TPOBEPSIIOCH
SKCIIEPUMEHTAJIBHO TI0 CJEAYIOMIeN CxeMe: JIsi TPEX CAyJaiiHO BhIOpaHHBIX Kjoueil 100
BBIIIEONUCAHHBIX coo0menuii (5) mudposanuck ¢ nomomp RCH mo j-ro nomypaysia.
3arem pOBOAUIOCH Aemu(POBAHUE HA OJIUH IIOIYPAYH, ¢ “UCTUHHBIM” KJIIOYOM HOJIyPa-
yHza u ¢ 10 ciy4aifHo BEIOpAHHBIMY “HENPABUJIBHBIMK KJIOYaMu, 1 st Bcex 11 mocsie-
JIOBATEJILHOCTEH OIEHNBAJIACH CTEMEHb CJIyYaiHOCTH MTOJIyIEHHBIX MOCTIE ITOrO0 Mpeobpa-
30BaHus JAHHBIX. OTMETHM, YTO B COOTBETCTBHU C HAIIEH TUIIOTE30# DPA3HUIEA B CTE-
MEHU CJIy9afiHOCTH TOCJIEIOBATETLHOCTH, NEIMu(POBAHHON C “OPABUIBHBIM KJIFOUYOM,
u 10 apyrux, “memudpoBaHHbIX” CO CIIyYafHBIMU KJIIOYaMU, J0JKHA COOTBETCTBOBATH
pPa3IUYusSIM B CIYyYaMHOCTH, [OJIYYAE€MbIM NPU MU(MPOBAHUU B OJUH JOMNOJHUTEILHBIMN
payua. (JIeficTBUTEIBHO, NPABUILHBIA KJII0OY YMEHBIIAET CJIYyYaifHOCTh HA TMOJPAYHIA,
a HENPABUJILHBIM YBEINIMBAET CIIyIaHHOCTDH HA MOJIPAYHIA. )

B rabn. 3 npuBeseHbl JaHHbIE SKCIIEPUMEHTOB JJIsi PA3JIMYHOIO KOJIMYeCTBa PAayHIO0B
mpu yposHe 3Hauumoctu 0,0001. Bribop mapaMeTpoB TecTa U IIUHBI TOCIE0BATETHHO-
creil ¢ OmpesesisiCs B X0 MPEIBAPUTEbHBIX IKCIIEPUMEHTOB, TPOBOIUMBIX 0 HE3ABU-
CHAMBIM JTAHHBIM, [TOJIy9Y€HHBIM C UCIIOJIb30BAHUEM JAPYTUX CIIyIANHBIX KJFOYe.
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Paznruna B ciroxkuaOCTH IOCTIE0BATEIBHOCTEH, AeMI(POBAHHBIX

¢ “ucTuHHBIM” KJIIOYOM IOJIyPAYHIA U C 5 CIIydalHbIMU

Tabauya 4

Knrou
Payrn W crunnbrit 1 2 3 4 5
4 10 4 4 4 3 3
4,5 5 0 0 0 0 0

Okazaiioch, uto cpeau 100 mocienoBaTeibHOCTEN, paciiudPOBAHHBIX C MTPABUILHBIM
KJIIOYOM [OJIypayHAa, Hecaydailnbivu npusHadbl 54 u3 100 (upu ypoBHE 3HAYMMOC-
ta 0,0001), Torma xak w3 100 mocmemosaresnpHOCTEH, “pacmudpPOBAHHBIX’ C MEPBHIM
“HenpaBUJIbHBIM KJIFOUOM, MPU3HAHO HECIYyYANHBIMU TOJBKO 9 MOCJIE10BATEIbHOCTEN,
co BropeiM — 10, ¢ TperbuMm — 10 ¥ T.7.; T.€. MOCJIEIOBATEIHLHOCTH, PACIIA(pPOBAHHBIE
C TIPABUJIBHBIM KJIFOUOM, MEHEE CJIyYaiiHbI, YeM MOCIeI0BATEIbHOCTH, “pacimudpOBaH-
HbIE” C HEMMPABUJIBHBIMY KJIFOYaMHU.

K coxasenuio, mpoBeJieHre PACYeTOB IO 3TOH cxeMe [Jisi OOJIbIIero Yucja PayHIO0B
0Ka3aJI0Ch MPAKTUYECKH HEBO3MOXKHBIM M3-33 PE3KOrO YBEJINYEHHS BPEMEHU BbIUHCJIE-
uwuii. ([JelicTBUTENBHO, IPU ITOM CXEMe I KaXKJO0r0 IOJIyPAYHIA IIPOBOSATCS BHIUUCIIE-
uust s 330 daiios oxHOM jyvHbL — 3 cepun, 11 kitoueit nonypayuna u 100 moamnocse-
nmoBarenbHOCTel.) B Tabs. 4 npusegensl pe3ysbrarhl miust 4 u 4,5 payHIOB, B KOTOPbHIX
MCTIOJB30BANIACh TOCae0BaTenbHoCcTh (5) mmuaer 224 6ur. Ona 3ammdpoBsBamacs co
CIy4daiiHO BBHIODAHHBIM KJIIOYOM, a 3aTe€M PACHIN(POBBIBATIACH OJUH Pa3 HA IOJIPAYHIA
¢ “npaBUILHBIM KJTFOUOM TIOJIyPayH/Ia, M 5 PA3 C HENPABUIBHBIMU, CJIyYaWHO BHIOPAHHBI-
MU. DTH BBIYHCIEHNs TOBTOPsCh 10 pas; BCe OCTAJIbHBIE YCIOBUS OBLIN TE 2Ke, 9TO U B
paHee ONUCAHHBIX YKCIepuMeHTax. Mbl BuuM, 94T0 npu 4 payHaax mudpoBaHus MOCIe-
JIOBATEJIbHOCTH, PACHIMGPOBAHHBIE C PABUJIBHBIM KJIIOYOM, IIPU3HAHBI HEC/Ly YAl HbIMU
B 10 cayuasix u3 10, Torma kak “pacmmdpoBaHHble’ ¢ HEITPABUILHBIM KJIIOUOM — TOJIHKO
B 4 wim 3 caydasax u3 10. Amajoruuno, npu 4,5 payHaax moCIeI0BATEIBHOCTH, PACITUD-
POBAHHbBIE C IIPABUJIBHBIM KJIIOYUOM, IIPU3HAHBI HECIYyYalHBIMU B 5 caydasx u3 10, a Bce,
“pacimpoBaHHbBIE” C HEMIPABUJIBHBIM KJIFOUOM, IIPU3HAHBI CJIy YAUHBIMUA.

Mpub1 BummM, 9TO JaHHBIE, IPUBEAEHHBIE B TabJ. 1-4, MOATBEPKIAIOT MPEIIOIONKE-
HUsI, BBIIIOJIHEHUE KOTOPBIX HEOOXOAMMO /1J1s1 IPUHIUIUAIBHON BO3MOXKHOCTH IIPOBEIECHUS
[IPeJIAraeMOi aTaKK: BO-IIEPBbLIX, “Ciy4aiiHOCTh” 3amn@POBAHHON IOCIEI0BATEIbHOCTH
BO3PACTAET NPY YBEJIMYEHUM YHCJIA TTOJIyPAYHJI0B; BO-BTOPBIX, “Cily4YaifHOCTh’ mocJeno-
BaTEIHLHOCTH, “pacHIndpPOBAHHON’ ¢ HEMPABMUIBHBIM KJIIOYOM ITOJIyPayHa, OOJbIIe, YeM
y pacundpoBaHHON ¢ NPABUILHBIM KJIIOYOM.

Takum 06pa3oM, IPUBEIEHHbIE HAMU JaHHbIE KCIIEPIMEHTOB ITOKA3bIBAIOT, YTO YCJIO-
BHsl, HEOOXOAUMBIE JIJIs IPOBEICHUS IPAIUEHTHON CTaTuCTUIeCcKol araku Ha, mudp RCH,
BBIIIOJTHAIOTCS. DTO, B CBOI0 OY€PE/Tb, TIO3BOJISIET CIEIATH BBIBO O MPUHIUINAIBHON BO3-
MOXXHOCTH TIpOBeJieHus 310k araku Ha mudp RC5. Kpome Toro, mosyuenHbse JaHHBIE
ITO3BOJISTIOT TAKKe MPEJIOJIOKUTh, ITO IPATNEHTHAS CTATUCTHYECKAsT ATaKa MOXKET ObITh
NPUMEHUMa, ¥ K JPYTuM mudpaM PacCMaTPUBAEMOrO BHUJIA.

INPUJIOZKEHHWE. OnnucCAHUE IHIH®PA RCH

Anropurwm 1 (mmbposanue).

Ha Bxozne: 2w-6ur texcr M = (A, B);r; xmou K = K[0]... K[b—1].

Ha Brixoze: 2w-6ut mudporexcr C.

Hast mmdpoBarust nCnonp3y0Tes onepayn Cioxkenrus o moaymo 2V (B), XOR($)
U IUKJIMIECKOrO CABUra(BJIEBO ).

1. Boruucasiem 2r + 2 xmoda (nony)payunos Ko, . .., Ko.11 10 Anropurmy 2,

ncnonb3ys K u r.
2. A(*ABHK(), BHBEHKO
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Tabauua 5

Tabmva, ucnons3yemast Ipu GOPMUPOBAHUN KJiodeit mosypaysnos B RCH

w 16 32 64
Py, B7E1 B7E15163 B7E15162 SAED2A6B
Quw 9E37 9E3779B9 9E3779B9 TF4A7C15

3. Huka: For i to r do:

A — ((A® B) <« B)H Ks;, (kommenTapuii: moaypaysz 2i),

B~ ((B® A) — A)B Kjit1. (kommenTapuii: monypaysz 2i + 1).
4. Bexog C — (A, B).

Bamevanue. s nermudpoBaHUs UCIONb3YETCsT AJTOPUTM UM POBAHUSI, UCIIOIb3Y-

rommii mudporeker C' = (A4, B) caenyromum o6pa3om (depe3 B 0603Ha4uM BbIYUTAHIE
1o MO0 2% M Yepe3 < NUKIMYIECKU CABUT BIIPABO):

10.

For i from r downto1do: B « ((BEK2;41) — B)®A, A — ((ABKy;) — B)®B.
OxonuarensHo nosydaem M — (AB Ky, BB K;).

Anropurwm 2 (MHUDMAIM3AIMS KIHOYA).

Ha Bxoze: pa3mep ci0Ba w; 9uciao paysuos r; b-6aiirubiii kiuou K[0]... K[b— 1].
Ha Boixoze: nopkiwoy Ky, ... Ko.11 (roe K; — w-6urHble C10Ba).

1. ITonaraem u = w/8 (uuciao Gaiit B ciose) u ¢ = [b/u].
2. Nanee, nycts K[j] < 0 masi Becex b < j < cxu— 1.

u—1
Iuxa: For i from 0 to ¢ — 1 do: L; «— > 28 K[i-u+ j].

j=0
3. Ko « Py; for i from 1 to 2r + 1 do: K; «— K;_1 BQ, (cM. Tabm. 5).
4.i—0,j —0,A—0,B « 0,t — max(c,2r + 2) For s from 1 to 3t do:
(a) K; — (K;BABB) «— 3, A— K;,i — i+ 1 mod (2r + 2);
6) Li — (Li BABB) « (ABB), B+ Li,j — j + 1 mod c.
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